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| have carefully assessed the EIV User Manual. This document has been completed in
accordance with the requirements of the HUD System Development Methodology.

MANAGEMENT CERTIFICATION - Please check the appropriate statement.

The document is accepted.

The document is accepted pending the changes noted.

The document is not accepted.

We fully accept the changes as needed improvements and authorize initiation of work to
proceed. Based on our authority and judgment, the continued operation of this system is

authorized.

David Sandler
IT Project Manager

Nicole Lawyer
PIH Program Manager

Date
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Lanier Hylton
MF Housing Program Manager
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Preface

1 Preface

1.1 Document Overview

The purpose of this manual is to provide instructions for HUD personnel (Office of Public
and Indian Housing and Office and Housing) and HUD business partner personnel
responsible for user administration in the Enterprise Income Verification (EIV)
application. It details business operational procedures for successfully performing user
administration tasks through EIV user interface.

1.1.1 How This Manual is organized

Listed below are each of the chapters contained in this manual, along with a brief
description of its content:

e Chapter 1, Preface — An overview of the document and who should use this
manual.

e Chapter 2, User Maintenance in WASS — Provides instruction on the how to
maintain the user profiles for the Office of Public and Indian Housing (PIH) and
Multifamily (MF) Housing program users in WASS before the user can access
the EIV online functions.

e Chapter 3, Public Housing Program User Administration — Provides
instruction on the functions available to Public Housing program User
Administrators.

o Chapter 4, MF Housing Program User Administration - Provides instruction
on the functions available to MF Housing program User Administrators.

e Appendix A, Abbreviations and Acronyms — Provides a list of commonly used
abbreviations and acronyms.

1.1.2 Who Should Use This Manual?
This manual is intended for the following users:
e EIV WASS Coordinator
e Public Housing Program users with User Administration role

¢ MF Housing Program users with HQ User Administrator (HQA) role defined in
WASS

e MF Housing Program users with Help Desk (HDK) role defined in WASS

¢ MF Housing Program users with Housing Coordinator (HSC) role defined in
WASS

Below are the basic responsibilities of these users:

EIV User Administration Manual Page 1-1
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e EIV WASS Coordinator: responsible for performing user maintenance, which
includes assignment of EIV roles and actions and PHA or contract/project
associated to EIV using WASS online functions. The WASS functions available
to EIV WASS Coordinator are described in Chapter 2 of this document.

e PIH User Administrator: responsible for the assignment of Public Housing
program user roles, maintenance of user role expiration date, certification of
Public Housing program user roles and other user administration functions
available in EIV online as described in Chapter 3 of this document.

e MF Housing Program HQA, HDK or HSC: as user administrator, responsible
for maintenance of MF user role expiration date as described in Chapter 4 of this
document.

If you have other roles or other action codes, you may need to access other documents
in EIV library to learn more about them. For more information about the content of the
EIV library, refer below to the Related Documentation section of this document.

This manual assumes the resources assigned to these roles have the following
knowledge or expertise:

e Working knowledge of Microsoft Windows.

e Operational understanding of PC'’s.

e Operational understanding of Internet browsers.
e Understanding of basic network concepts.

¢ Understanding of HUD program terminology, policies, and procedures.

1.1.3 Related Documentation

This section provides a list of related documentation. The EIV library includes the
following document:

e EIV User Manual — For Public Housing Program Users — For Public Housing
program users of the EIV wage and income functionality, this manual provides
step-by-step instructions. Users should be familiar with PCs, Microsoft Windows,
and their browser software.

e EIV User Manual — For Multifamily Housing Program Users — For MF Housing
program users of the EIV benefit functionality, this manual provides step-by-step
instructions. Users should be familiar with PCs, Microsoft Windows, and their
browser software.

o EIV Operations Manual — Security Administration — For Public Housing program
EIV Security Administrators and Office of Housing EIV Security Administrators,
this manual provides step-by-step instructions on the security administration
available in EIV.

e WASS User’'s Manual — For Coordinator, this manual provides step-by-step
instructions on how to perform maintenance of user profile including roles and
PHA assignment before the user can access EIV functions
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1.1.4 Abbreviations and Acronyms

A glossary of abbreviations and acronyms is included as Appendix A of this document.
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2 WASS User Maintenance

The WASS User Maintenance is the first step for an EIV WASS Coordinator in setting
up the privileges for EIV users before they can access the EIV online functions.

2.1 WASS User Maintenance for PIH External Users

The are two requirements before an EIV User Administrator can assign EIV roles to a
PIH External user ID within the jurisdiction of his/her office via EIV online

The requirements are:

e EIV Public Housing program user ID’s must be active in PIC User Administration.
That means that a Public Housing program user will not be available in EIV User
Administration if the WASS ID is not defined in PIC or the user is not currently
active in PIC.

o PHA users are assigned the EIV role in WASS and at least one PHA is assigned
to that user.

The steps to follow in WASS are

e User Maintenance Search Option
e Maintain User Profiles-Roles
e Assign PHA

EIV User Administration Manual
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2.1.1 User Maintenance Search option

1. From the WASS Main Menu, choose the User Maintenance link under System
Administration as shown below.
navigation panel.

Secure Systems

ne DAVID

system
administration
+ Business Pariners
Maintenance
» PHA Assignment
Maintenance

ser Maintenance

» Enterptise Income
Yerification (EI¥])

+ Financial Assessment
Submission - PHA
(FASPHA)

+ Mark-to-Market (M2M])

» Management Assessment
Subsystem (MASS)

+ Multifamily Delinguency
and Default Reporting
System (MDDR)

+ Public Housing Assessment

It also may be selected from the list on the left

Main Menu

Systems

e Enterprise Income Vertfication (ETW)

e Fmancial Assessment Subrmission - PHA (FASPHA)Y

o DMarke-to-MWarket (WEND

o Manasement Assessment Subsystem (MASEY

o Multifamily Delineuency and Default Eeporting System (WMDDE)
o Public Housing Assessment System: Scores and Status (ITASS)
e Physical Assessment Subsystem (PASS)

o PIH Information Center (P10

o CUuality Assurance Subsystem (QDASS)

e Eesident Assessment Subsystemn (BASS)

o Tenant Assessment Subsystem (TASS)

System Administration

o Business Partners Maintenance

o PHA Assignment Maintenance
P+ Tser Mantenance

(NASS)
+ Physical Assessment

EIV User Administration Manual

housing | mall | help | search | |




Public Housing Program User Administration

2. After selecting the User Maintenance link, the screen shown below allows the
Coordinator to search for a User ID.

housing | meall | help | search | hom

| System Administration
E

Secure Systems .
User Maintenance

0On this form, you can either add a new User, search for a User

R by User ID, or search for Users by entering vour search criteria.
corne DAVID

system
administration Add New User

* w To add a new User to Secure Systems, click the "Add New User’ button.

» PHA Assignment Add New User

Maintenance

* User Maintenance

Search by User ID

To search for a User by User ID,
enter a User ID and then click the "Search for User” button.

» Enterpise Income User 1D |MQ3359|

Yerification (ETY)

» Financial Assessment
Submission - PHA
[FASPHA)

s hade tn-hadeat (MM

[ Search for User |

3. Enter the User ID in the text box and click on Search for User. The Maintain User
Page is displayed.

2.1.2 Maintain User Profiles-Roles

1. Choose the function Maintain User Profile-Roles from the drop-down list as shown
below.

housieg | mall | bedp | Fem

fﬂ' &1l System Administration
|

Secare Systems
Maintain User hrssees

Ueer Information
LRy IOV ) ETGeceode

sustem First Marmme
administration 2 - TOHH
riiddle Initial | I

w Bosirass Parknom

Blaintenasee
+ PILA Feciguarank

Faintunances

* Llaer rMaintenacce

Last Mate | g

Liser Status | Achve
Coordinator Mo

User Type PEHLA UserBusinase Partner
Choose a Function

heamiten User lulonmalion w

Frdeuniean Urzer Hlornedion
Pl il gn _Bsver Prodile - fcctons
Feardmsin Ulser Pralile - Groups

fFRzset User Passward

¢ dultifamily Delivegranay
| and fsfault Baoarkina
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__________________________________________________________________________________________________________________________________|

2. When the Maintain User Profile-Roles function is selected, the Assign/Unassign
Role page is displayed. Click in the EIV — EIV Generic checkbox to assign EIV role to
the User ID as shown below.

howsing | mail | help | search | h

ﬂ System Administration
=

Secure simms

Assign/Unassign Roles for User e

User Information
User 1D M55

system ; First Name = Toln
administration
» Business Parkners Middle Initial 1

Pl kool i e

Last Name | Dw

-
tainte nance

* User Maintenanoe

User Staus Active

Coordinator Mo
User Type FEHA User/Business Partner

Please check funcheck boxes to assignfunassign roles to the user

4 Enfterprise Income
iFicatd

iy Iy < EI¥ - Enterprise Income Verification
& EIN 3TN SSEE e

Srarkesnd st P [F EIV - EIV Genenc

(EASPHA]L
» Mark-to-Markel (M2M] PIC - PIC System
» Manageeent Assecement F PIC - PIC Generic

Gushays teny (MASS]

tiubaFamily Delinguenc =
o Lty TASS - Tenant Assessment Subsystem

3y ers ey S [ TCA - TASS Contract Administrator
L]

L [J TRE - Tenant Income Discrepancy Tracker
» Physical Assessnient ;

Subsys tem [PASS [l VIE - View Intzrnet Report
« PTH Tnfarmatisn Conter

3. Click the Assign/Unassign Roles button.
4. Once the EIV role is assigned to a user, go back to WASS Main Menu.

Note: For PHA Users, the assignment of the EIV action in WASS, is no longer a
required. However, it is required for HUD (Internal) Public Housing program users.
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2.1.3 Assign PHA

The Coordinator assigns PHA's and applicable roles through the PHA Assignment
function available in WASS. To assign PHA to a user, follow these steps:

1. Click on the PHA Assighment Maintenance link under System Administration as
shown below. This is the mechanism that allows the assignment of PHA'’s to a PHA
user. That will make possible the subsequent assignment in EIV User Administration of
EIV roles to that WASS ID for the same PHA'’s.

Main Menu

Systems
« Enterprize Income Venbicaton (EIVD
« Fmancial Assesement Submission - FHA (FASFHAY
system . i cet (M)
administration Maric-to-Market (MM
* w « Management Assessment Subsystem (MASS)
. W o Mulbfarmly Debngquency and Default Eeparhng Systern (WADDE)
ATkCE
* User Maintenance o Public Houging Assecoment Syetern Scores and Stame (BLASE)
« FPhysical Agsezsment Subsystem (FASE)
« PIH Information Center (FIC
o Cuality Assurance Subsvstern (DA53)
. E"""’""‘"MH :.-‘ tion (ETV) o Besident Aszessment Subsysterm (BASE)
» Tenant Assessment Subsystem (TASS)

& Financial Ascocemant
Submission - PHA
(FASPHAY

+ Mark-to-Market (M2HY o e .

« Management Assessment System Administration
Subsystem (MASS])

i Lerl.q‘.ﬁ&;uil.vﬁsliuuemu + Business Partners Maintenance
and Nefault Regorting

g P« PHA Assishinent Maintenance
« Public Housing Assessment
System: Scores and Status » User Mamtenance
[MASS])

2. Clicking the PHA Assignment Maintenance link calls up the PHA Assignment
Maintenance page. As shown below, please enter the User ID and choose Assign PHA
from the function drop-down list, and then click the Submit button.
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Secure Systems

Welcome DAVID
system
administration

.
Business Partners

Haindenance

*
Faintenance
* Ueer Mainbenanoe

System Administration housing | mall | help | search | bt

PHA Assignment Maintenance

Please enter a Uier_!_i:l_:_ F :
User 1D | mowen

Choose a Fum:tin_n:

Yiew or Unassign FHA =

For Assign PHA, Pacii e |
pHa pl¥iewar Unassign PHA

+ Entraprize Imconae
Yerification [EIW])

« Einancial Assessment
o e —— T

State | |
If selected criterion is State, sort by
FHA D
> Subsrrit ] [ Cancel ]

3. Enter the PHA ID to be assigned to User ID as shown below and click the Submit
button.

Nk

Secure Systems

system
administration

. Assignment
Malmten anos

* lser Mainkenamce

housing | mail | help | search | hom

System Administration

PHaA Assignment Maintenance

Flease enter a User Td:

User [[ | Meees
Choose a Function: :

Asgign PHA b

For Assign PHA, provide one of the following:

PHA [D GA137

State | bt
If selected criterion is State, sort by

| PHAID v

[ ENEEIpHEE INCome
Varification (ETW]

Fimansi l Besaaana s
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4. When the Submit button is clicked; the Assign PHA for User page is displayed.
Choose EIV Generic (EIV —EIV) from the list of roles, the PHA to be assigned to a User
ID (e.g. GA137) from the list of PHA’s and click the Submit button as shown below.

System Administration w

Assign PHA for User s

i |

Secure Systems

Choose a Role:
Role Description {System ID - Role Code}

E Gieneric

system | FHA, Certifier (FASS -
administration PHA& Coordinator (MASS - PHC)

| Business Partners FPHA, Director (MASS -PHD)

| PHA Assignement PHA Submitter RASS-PSE) = =
Mainbemnance Choose at least one PHA:

P Lbses Mainben ance EHA ID —__PHA Ng_r_l]_n_z_
(58137 - Housing

Authority of the Cite

b Emterprise Inconne
Yeri 0 |

| Financial Assessment
Submission - PHA

b rark-bo-rardeet (2R

} Management Assessment

Subsystem [(MASS)

L rultifamily Delinguancy
and DeFault Reporbing .

ltssten (MOED > L Subrmit ] [ Cancel |

Public Housing Assessment

b
Syshbenit Scores and Status
FEAT- R4

5. When the Submit button is clicked, a confirmation page is displayed as illustrated
below. Click the Confirm button to confirm assignment of the PHA.

System Administration housing | mail | hely | search

[

Secure Systems . ) .
Assign PHA Confirmation for User M@

User Infarmation
User ID

TS
First Mame —
” :1::::;2:.,.: Middle Initial .
+ PHA Ascignenont Last Name Do

Tiamlenante

* User bisintenance

PH&S to Assign to User MRE6ET for Rols EIV.
PHA ID PHA Mame
GA13T Housing Authority of the City of Hazlehurst

- I.T.l'ﬂ.aﬂ:m.'-:n- Ir‘i:nmn
¥enification (EI¥}

« Einancipl Azsessmank
Subrulssion - PHA

(ERSEHAY

P | Confirn | | Concel |

+ Mapagement Sssessauent
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2.2 WASS User Maintenance for HUD PIH (Internal) Users

There are 2 requirements before a User Administrator can assign EIV roles to a HUD
employee (‘H") or HUD contractor (‘C’) User ID within the jurisdiction of his/her office.

The requirements are:

e EIV User ID’s must be active in PIC User Administration.

e The users are assigned the EIV role in WASS.
The steps to follow in WASS are

e User Maintenance Search Option
e Maintain User Profiles-Roles
2.2.1 User Maintenance Search option

To search users in WASS, follow these steps:

1. From the WASS Main Menu, choose the User Maintenance link under System
Administration as shown below. It also may be selected from the list on the left
navigation panel.

- ._ Main Menu housing | mail | heln | search | |
'I'

Secure Systems

Systems
o Enterprise Income Vertfication (EIWV)
o Financial Assessment Submission - PHA (FASPHA)

system
administration » Mark-to-Market (MM

+ Business Pariners o Management Assessment Subsystem (MASS)
Maintenance

« PHA Assignment o Nulbfamily Delnguency and Default Beporting System (WMDDED

Maintenance

User Maintenance o Public Housmmg Assessment System: Scores and Status (MASS)
e Physical Assessment Subsystem (PAZE)
o PIH Information Center (PIC)
! - o Duality Assurance Subsystem (QASS)
+ SHAIReq HOLOKA (E1v) o Eesident Assessment Subsystern (RASS)
. W e Tenant Assessment Subsystem (TASS)
(FASPHA)

+ Mark-to-Market (M2M])

§ HAemEE s et System Administration

e Mu.:‘:-:a?J;‘_Mltiﬂin suene o Business Partners Mantenance
an eTaul po ng
System (MDDR) o PHA Aszsignment Mantenance

+« Public Housing Assessment
S E———rr Pe Tser Mantenance
(NASS)

+ Physical Assessment

welcome DANVID
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2. After selecting the User Maintenance link, the screen shown below allows the
Coordinator to search for a User ID.

ﬁ [._ System Administration bewsing | mail | help | search | hom

Secure Sysiems

Lser Maintenance

On this form, you can either add a new User, search for a User
by User ID, or search for Users by enbering your search criteria,

Systierm
administration Add Mew User
« Busiaass Prartnurs Tao add a new User to Secure Systems, click the "Add Sew User® botton.

Maintmnancs
» BHA Hasigreesnt Al Mew Ulser
MainEsnanee r
& ifsra Maintenance

search by User 1D
To search for a User by User 1D,
enter a User ID and then click the "Search for User” button.
« Enteipriss Incams HO===a
Yarilicalsan (ETV] User ID
u Fingameri all Ausmssment
Submasssion - PlLA
[EASFHAT

Seanch far User

3. Enter the User ID in the text box and click on Search for User. The Maintain User
Page is displayed.

housing | mail | help | search | home | logout

ﬂ_ m System Administration
|

Secure Systems
Maintain User CO7753

User Information

User ID  HO99993

e INDRAMNIL

system First Name |

administration : May
+ Business Partners Middle Initial c
Last Name

* User Maintenance user status _Fl2v,
User Type Internal Internet
Choose a Function

Maintain User Information e

. Enterptise Income
Yerification (FTV)

+ Financial Assessment

s

+ Mark-to-Martet (M2M]

+ Management Assessment
Subsystem (MASS)

+ Multifamily Delinquency
and Default Reporting
System (MDDR)

+ Public Housing Assessment
System: Scores and Status
(MNASS)

+ Physical Assessment
Subsystem (PASS)

+ PIH Information Center b
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2.2.2 Maintain User Profiles-Roles

1. Choose the function Maintain User Profile-Roles from the drop-down list as
shown below.

System Administration housing | meail | heln | search | home | logout

Maintain User Hoss

User Information
User [D HO03333
First Name Mary
Middle Initial
Last Name  Flow
User Status | Active
User Type Internal Internet
Choose a Function

Maintain User Profile - Roles v

Iaintain User Information
Iaintain User Profile - Actions
Maintain User Profile - Groups
[ Maintain Liser Profile - Roles
Feset User Passward

2. When the Maintain User Profile-Roles function is selected, the Assign/Unassign
Role page is displayed. Click in the 11V — EIV Access checkbox to assign EIV role to the

User ID as shown below.

Assign/Unassign Roles for User HETIVO3

User Information

User ID HEIVO3
First Mame First - HETWV03
Middle Initial

Last Name Last - EIV

User Staus |Achve

User Type |Internal Internet

Please check funcheck boxes to assignfunassign roles to the user

EIY - Enterprise Income Verification

> IV - Inmternal ETWV Users Access

| Assign/Unassign Roles | [ Cancel

3. Click the Assign/Unassign Roles button.
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2.3 WASS User Maintenance for MF Housing program users

For MF Housing program users to be added into WASS, first an EIV WASS Coordinator
must be set up for the respective contract or property. Once the coordinator has been
set up, he/she will assign EIV Role for MF Housing program users. Outlined below is
how it is done.

e Setting up of EIV WASS Coordinators
e Setting up EIV Role for MF Housing program users in WASS

2.3.1 Setting up of EIV WASS Coordinators

The individual requesting the role of an EIV WASS Coordinator in WASS would first get
the owner to grant them general WASS coordinator rights and then as a separate step
grant them EIV WASS Coordinator rights. Outlined below are the steps in which this is
achieved.

e Seek Authorization as an EIV WASS Coordinator
e Assign EIV WASS Coordinator role for contract or property

2.3.1.1 Seek Authorization as an EIV WASS Coordinator

If proper documentation is on hand, Multi-family (MF) Helpdesk personnel may assign
the EIV WASS Coordinator access to users who want to be an EIV WASS Coordinator.
MF Helpdesk personnel assign the EIV WASS Coordinator access to users who want to
be an EIV WASS Coordinator, after the User has coordinator action granted in secure
systems in WASS. (After establishing a relationship with a particular
contract/properties/participants.)

If the user does not already have a coordinator role, that may be obtained by registering
as a coordinator in Secure System. The User needs to navigate to the Coordinator
registration page — Multifamily Coordinator and User registration — in the secure
system registration screen and then select the Radio Button option for the Coordinator
role and fill in the details required to complete the registration.

EIV User Administration Manual
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ﬂ Secure Systems Registration
|

Secure Systems ) ) )
MULTIFAMILY Coordinator and User Registration

To apply for a System Coordinator ID, check the "Coordinator” radio button, fill out the form below,

and chck Send Application when you are through. Upon venfication of the mformation below, an ID will
be assigned and maled to the CEO of the HUD-registered entity specified below. The password will not
be disclosed, so make sure you remember 1!

To apply for a regular User ID, check the "User" radio button, fill out the form below and chck Send

Application when you are through. Upon verification of the information below, a user ID will be
assigned, and the System Coordinator of the HUD-registered entity specified below will retrieve the user
ID. The password will not be disclosed, so make sure you remember itll]

And remember
Warning! Misuse of Federal formafion af fhis Web sife falls under the provisions of Tifle 18, United Sfafes Code,
secfion 1030 This law specifies penalfies for exceeding authorized access, alferation, damage or destruction of

information residing on Federal Computers.

Application Type [coordinator ® ser O

First Name:
Middle Initial:
Last Name:

Social Security Number:

DOrganization Information:

Provide the name of the HUD-registered Drganization or Individual you represent

Provide the Tax Identification Number or Social Security Number of the HUD-registered
Drganization or Individual you represent. Do not enter dashes.

Specify whether the HUD-registered entity you represent is an Organization or an Individual

DrganizationfIndividual Name::

INJSSN:

Organization O Individual O

Provide your e-mail address.

¢ Include your e-mail user name, the @ sign and [servicename. comfedworgfetfetc. ]. For example

jsmith@aol.com, johndoe@adv.org, hfdb84a@prodigy.com

E-mail Address:

Choose a Password.
+ Touwill enter vour password each time you use this service. Your password should be 6
characters i length and should be comprised of letters and numbers (for example, brad83). Do
not use punctuation or special characters. Important: Your password will be recorded

EXACTLY as you type it, 5o make a note if you enter i upper and lower case.

Password:

Re-enter Password for ¥erification:

Mother's Maiden Name.
+ Please provide this information for fiuture vertfication when processing password reset requests.

Mother's Maiden Name:

[ Send Application ][ Clear Fields ]

Content updated April 7, 2008

- . Lo - . . . A

Atfter filling in the application click on Send Application button. The request will be
processed in WASS and then be sent to the Owner for approval.
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2.3.1.2 Assign EIV WASS Coordinator role for contract(s) or property

To get a coordinator access for a user who is already a coordinator for another
subsystem in WASS, the user needs to have submitted the required signed form and
submitted it to MF Helpdesk. The required form is the MF Housing EIV WASS
Coordinator Authorization form, which is available through the MF Housing Helpdesk or
which may be found on the web at:

http://www.hud.gov/offices/pih/programs/ph/rhiip/uivsystem.cfm.

The newly assigned EIV WASS Coordinators will be able to do any coordinator actions
only for those contracts or properties for which the owner of the property or contract has
previously granted access. The fact that a user has been given access to a contract or
property does not give them rights in EIV. That assignment must be separately granted
in writing by the owner and assigned by the MF Housing Help Desk Administrator. MF
Helpdesk personnel assign the EIV WASS Coordinator access to users who want to be
an EIV WASS Coordinator, after the User has Coordinator action granted in secured
systems in WASS. (After establishing a relationship with a particular
contract/properties/participants, the MF Housing Helpdesk will also assign the HSC (EIV
Housing coordinator role) to these external coordinators. This role (HSC) will allow the
user to see the functionality within EIV for the housing coordinators.

The EIV WASS Coordinators will have the following rights:

1. Assign EIV roles in their portfolio to users. EIV WASS Coordinators will be
expected to have a signed copy of the MF Housing User Authorization form.
Compliance with this requirement will be subject to audit verification. A copy of
this form may be found at may be found on the web at:

http://www.hud.gov/offices/pih/programs/ph/rhiip/uivsystem.cfm

2. Assign coordinator access to other users.

2.3.2 Setting up EIV Role for MF Housing program users in WASS

Assignment of EIV Role for MF Housing program users in WASS is outlined below.

e Assign EIV Office of housing roles to the EIV Users
o Perform the contract assignment to the user

2.3.2.1 Assign EIV Office of housing roles to the EIV Users

The EIV WASS Coordinator should click on User Maintenance link on the System
Administration page in the navigation panel to the left.
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Secure Systems

* Extra Coordinators Report

* Monthly Activity Report
« PHA Assignment
Maintenance

perty Assignment
tenance
« Property Assignments
Report
« RAP Organization
Assignment Maintenance
* TAC Report

* User Maintenance

Public Housing Program User Administration

Main Menu

Systems

+ _Active Partners Performance Svystem (AFPPS)

+ Finencial Assessment Submission - PHA (FASPHAY

+ Finencial Assessment Subsystem - hultifamily Housing (FASSY
+ Lender Assezsment Subsystem (LASE)

+ Line of Credit Control Systemn (pLOCCE)

* Mark-to-Market (2200

essment Subsystem (hWASE)
* Multifarnity Delincquency and Default Reper

* Multifarnity Insurance Claims System C3
+ Public Housing essment Systermn: Scores and Status (MTASE)
+ Physical Assessment Subsystem (PASE)

+ Ouality Assurance Subsystem (QASS)

+ Fesident Assessment Subsystem (BASSY

+ Feal Estate MManagement Svstem (REMSY

* Ianagement

System DR

Enter the User Id to Search for the User

18 First

system
administration
+ Assistance Contract

« Business Partners
Maintenance

* Extra Coordinators Report
+ Monthly Activity Report

+ PHA Assignment
Maintenance

+ Property

User Maintenance

0On this form, you can either add a new User, search for a User
by User ID, or search for Users by entering your search criteria.

Add New User
To add a new User to Secure Systems, click the 'Add New User' button.

Add New User

Search by User ID

Maintenance

+ Property Assignments
Report

+ RAP Organization

To search for a User by User ID,
enter a User ID and then click the J%€arch for User” hum
NWser 10 [HEVIT__A

* TAC Report
* Terminate Inactive Users
* User Activity Report

* User Maintenance

Search for User

Search Users
To search for a User, enter at least one search criteria
and then click the "Search Users" button.
To limit your search and response time, select a User Type or leave blank for all User Types.

In the Maintain User Screen Choose the function Maintain User Profiles —actions
function and click Submit button.
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Secure Systems

18 First -

Maintain User HWASSO

Public Housing Program User Administration

System Administration

system ) User Information
administration
User ID HWASS0
First Name |First - HWASS0
Middle Initial
Last Name Last - WASS
. v Activity Rep. -
Monthly Activity Report User Status |Active
« PHA Assignment
Maintenance
P iqnment User Type |Internal Internet
Maintenance Choose a Function
Report i Assistance Contract Assignment Maintenance |~

« RAP Drganization
Assignment Maintenance

* TAC Report
* Terminate Inactive Users
+ User Activite Renort Maintain User Profile - Groups
ser Activity Repo Y
Maintain User Profile - Roles

* User Maintenance Property Assighment Maintenance
Reset User Password

Assistance Confract Assignment Maintenance
haintain User Information

Maintain User Profile - Actions

v

Done testwass.hud.qov:9090 4

From the Assign/ Unassign roles to Users screen select the role for EIV subsystem for
the selected user.

EIV User Administration Manual



Public Housing Program User Administration

et awus — — | EIV Roles in WASS
Coordinator |10 for MF HOUSing
User Type PHA UserBusiness Partner progl’am users.

Please checkfuncheck boxes to assignfunassign roles to the u;ér

+ Property Assignment
Maintenance

+ RAP Organization
Assignment Maintenance

+ Terminate Inactive Users

* User Maintenance

| AP ive Partners Performani m
[ ATP - AFPS Update
» Active Partners

y 4
Parforma O RO - Industry Read Only
nce System Bl 1 X

(APPS) | EI¥ - Enterprise Income Verification

+ Enterprise Income
Verification (FIV) [J EIV - EIV Genenc

+ Financial Assessment =
Subsystem - Multifamily [0 HCA - Contract Administrator
Housing (FASSUB)

« Lender Assessment [0 H3C - Housing Coordmator /
Subsystem (LASS)

+ Line of Credit Control [ H3T - Nen-HUD Taer /
System (eLOCCS)
* Mark-to-Market (M2M) FASSWSuhmissiun

« Physical Assessment i
Mﬂ [0 CPC - CPA Certifler

Real Estate Management
* Gystem (REMS) [0 SUB - AFS Submitter
+ Tenant Assessment

Subsystam (TASS) | LOCCS - Line of Credit Control System
[UNAYATLABLE] [ ADM - Administration

» Woucher Management
fmavat asLe] O QRY - Query
[0 REQ - Fequisition
[ YES - Year End Settlement

RATIKA__ RAomle b hAomlenk

The resulting page will provide the confirmation of action performed from the previous
screen.

;- System Administration
|

Secure Systems
Assign/Unassign Role Confirmation for User M00404
& FIRST - MOD402
SVSt?"} . Roles to Assign to User MOO404
administration —
o Assistance Contract System Code | Role Code ‘ Role Description
Assianment Maintenance EIV [ HCA, I Contract Administrator
« Business Partners
pant Assignment \ND roles were selected to unassign. |

.
Maintenance
* Password Change

« Property Assignment
Maintenance

Assignment Maintenance Cliliid CfieE]
* Terminate Inactive Users

* User Maintenance

« Active Partners
Performance System
(APPS)
« Enterptise Income
Yerification (EI¥) v

2.3.2.2 Contract assignment to the user

The following are the steps required to perform the contract assignment to the EIV MF Housing
program users.

For assigning the contract to the user, navigate the Assistance Contract assignment
Maintenance screen as shown below.
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NG Svstem Administration
I

Secure Systems

Assistance Contract Assignment Maintenance

=T - MOD40z

Please enter a User Id:

User ID (MOD402
’ Enter a Function.
Agsign Contract N

For Assign Contract, one of the following criteria must be provided.

Property ID
. pant Assignment
Maintenance {or) Contract #
* Password Change ] i
+ Property Assignment (or) CAID | i

Maintenance i i
« RAP Organization -
A e enance e

* Terminate Inactive Users

* User Maintenance

+ Active Dartners
Performance System
(APPS)

Enterprise Income

.
Yerification (ET¥ v

Enter the User ID and select any of the Criteria. Select from Property ID (or) Contract
ID or CAID to which the user needs to get the assignments and click on Submit button.

In the Assign Contract Screen, select the Role that is assigned to the user and the
Contract number Property name from the list provided and click on Submit button,

mail | heip | search | home | logowt

ﬁ_ ) System Administration
|

Secure Systems
Assign Contract

RET - MO

+ A Pre-RFP Role can be assigned only to a Pre-RFP Contract
SVSt?"_l ) + A Post-RFP Role can be assigned only to a Post-RFP Contract
administration *+ A Role marked as "Both™ can be assigned to either a Pre-RFP or a Post-RFP Contract

Business Partners

Maintenance

« PHA Assignment
Maintenance

« Participant Assignment

Maintenance

* Password Change

+ Property Assignment
Maintenance

+ RAP Drqanization

Assign contract(s) to User{M0D0404)
Select a role for contract assignment
Code Description (PrefPost/Both)
HCA N r (Both)
Roles || TCA TASS Contract Administrator (Both)

v

e Select contract{s) to assign

Contract Number Property Name (Pre/Post)
NH360001002 BRIAR PIPE APARTMENTS (Posf) ~

* Terminate Inactive Users

* User Maintenance

+ Active Dartners
Performance System
(APPS) Contracts

« Enterptise Income
Yerification (EI¥)

+ Financial Assessment

MNH3IEN0TE00T PRESERVATION PARK (Post)

Subsystem - Multifamily MNH3B0B58201 Carpenter Center (Fost)
Housing (FASSUB) MNH361440201 EARL M. BOURDOMN CENTER (Post)
. % [f_‘n'“;;“ ; MNH362464201 GREEMVILLE FALLS (Fosf)
. Line of Cradit Control MNH368023005 Porsmouth Apartments (Post) v

System (el OCCS)
+ Mark-to-Market (MZM])

EIV WASS Coordinator can only provide contract assignment to the user with EIV role,
which is assigned to the user. The confirmation of the assignment is displayed in the
resulting screen as shown below.
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mail | help | search | home | logout

ﬁ' m System Administration
|

Secure Systems

Assign Assistance Contract Confirmation for User M0O0404

system ) User Information

administration

. nce Contract User ID (00404

Assignment Maintenance

+ Business Partners First Name |FIRST - 1400404
nance

« PHA Assignment Middle Initial |mull

nmnn::::ssig_nment Last Name |LAST - WASE

+ Passwrord Change
+ Property Assignment

Maintenance @ance Contract to Assign to User MOD404 for Role HCA.
+ RAP Droanization
Assignment Maintenance memlanfract Mumber Property Name PRE/POSL
* Terminate Inactive Users MH360002002 TG ¥
* User Maintenance MH360006002 Derry Meadows b
NH360013007 Coliseum Seniors Residence hd
MH360014008 St. Regis House h
+ Active Partners NH260015007 KEEFE HOUSE h

Performance System
(APPS)

« Enterptise Income
Yerification (EIV)

Finanrial decacemant

Above screen describes the Contracts information to which the user with specified role
has been assigned in WASS for EIV.
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3. Public Housing Program
User Administration
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3 Public Housing program User Administration

This section covers the functions available for Public Housing program User
Administrator.

3.1 Role Assignment in EIV User Administration

EIV uses a role-based authorization scheme to grant Public Housing program user
access to EIV content and functionality. The system offers a variety of pre-defined roles
at each security level.

To access the User Administration function in EIV, the user needs to have the User
Administrator role assigned within the user’s security level.

There are pre-defined set of functions and permissions associated with each role. In
order to access EIV system content and functionality, each Public Housing program user
must have at least one role assigned to his/her ID. The use of the By Roles option
within the EIV User Administration module is one of two ways in which roles may be
assigned to a user's WASS ID. The other is through the use of the By Users option.

3.2 Search for User Information
There are two methods for searching for user information in EIV:

The By Roles option allows you to first locate a particular role, and then add or remove
users from the role. Access available roles by clicking the By Roles link appearing under
the User Administration heading on the EIV (left-side) Navigation Panel.

The By Users option enables the User Administrator to select a security level from
which to pick individual user IDs for possible assignment or removal of one of more roles
individually or for a group at the same security level. Access available users by clicking
the By Users link appearing under the User Administration heading on the EIV (left-side)
Navigation Panel.
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3.2.1 Search Methods

3.2.1.1 By Roles

Select the By Roles link on the EIV navigation panel available for Public Housing
program users when you want to locate the users associated with a particular security
level and role. When selected, this option opens the Security Levels List page. This
page provides all the tools needed to help you quickly and easily select a security level,
add, view/remove and download user list.

Enterprise Income Verification HUD Home PIHHome EIVHome Search Email

User Administration >> By Roles

« Back to Secure Systems
« Program Office Selection

User Administration Security Level: HO - HUD Headquarters
i Actions _ [Role ____Juses |

By Users . ;
PHA Access Requests Ma e HQ Occupancy 31

Adminigter HUB Users LH Q {3
User Maintenance
User Certification a2 HQ Senior Mgt 3
User Certification Report . P
) Qe
User Role History Report
By User ER A2 HO User Admin 13
By User Administrator
Audit Reports
« PHA Usage Report Security Level: HUB - Hub

User Manual a2 Hub Occupancy Specialist

I\ 1 8 2 i i
a2 Hub Security Adrnin

®aq e Hub User Adrin

HQ Security Admin 20

HQ Systerm Admin 1

&) Done & Local intranet

Associated to each role record are the tools needed to manage user administration
activities. The following tools accompany each record:

Icon Description

@ Add User tool — Select this tool when you want to add a user

to the specified role. When selected, this tool launches the By
Roles page. This page allows you to construct a search query
that will locate the user you want to add to the role. Once
located, the user ID can be assigned the role.

&, | View/Remove Users tool — Select this tool when you want to
view a list of the users associated with the specified role.
When selected, this tool launches the User List page. This
page allows you to view and update user role information and
remove user IDs that are assigned a role.
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‘% | Download Excel Report tool — Select this tool when you want
to download the list of users with any role into Microsoft Excel.
When selected, this tool opens a ‘File Download’ dialog box,
which allows the user to ‘Open’ or ‘Save’ the report containing
the list of User IDs with the selected Role.

Start the search process by first selecting the appropriate security level. Once you have
made a selection, use the View/Remove Users tool (magnifying glass &) appearing
adjacent to the role record for which you wish to view user profile information. Once the
user clicks on the magnifying glass icon, the results appear on a search results page.
Once the search criteria, the Search Result page is displayed. Refer to Section 3.2.2 for
description of the Search Result.

3.2.1.2 By Users

Select the By Users link on the EIV navigation panel available for Public Housing
program users when you want to locate a particular user or group of users. The By
Users page as shown below provides different ways to quickly and easily locates user
profile information.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration - By Users

« Back to Secure Systems
User Administration Search Users by Reglon

* ByRoles
By Users

PHA Access Requests Query/View users hy:

Administer HUB Users © LastName O UserID

User Maintenance Search user ewact match ¥

User Certification

Select Region:

User Certification Report

Uzer Role History Report @ HUD HO
(@] HUB ALL v
@] FO ALL hd
User Manual
¥ TARC ALL A
TV ., Acrobat.

View users by first letter of last name/User ID

ABCDEFGHIJKLMHNOPOQRSTUY WXYZ

&) Done & | ocal intranet

On this page, you will find the following search components:

e Last Name/User ID Query
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e Alphabetical List Query

The search is performed based on combination of the search components, i.e., Region
Query and either Last Name/User ID Query or Alphabetical List Query. Described below
are the different query options.

3.2.1.2.1 Last Name/User ID Query

Use this component when you want to construct a query that searches for user profile
information using either a Last Name or a User ID as shown on the screen below.

Search Users by Region

Query/View users hy:

@ Last Mame O UserID

Search user exact match v

® HUD HO

@] HUB ALL v

@ FO ALL v

¥ TARC ALL w

@] PHA ALL Z

The first portion of the search is the Query/View users by. There is a radio button for
each search option. By default, the Last Name option is active when the page is
launched. Click the radio button adjacent to a search option to select it. The selected
search option works in combination with that defined by the Region Query portion of the

page.

Once you have selected a search option, use the textbox adjacent to the Search User
textbox to specify your search criteria. Enter a complete or partial last name/user ID, and
then select one of the following wildcard search options:

= exact match — Search results must match the specified text, exactly. Use this
option when you want to target a specific name. By default, this option is active
when the page is launched.

= begins with — Search results include all the last names/user IDs beginning with
the specified letters. Use this option when you want the search results to include
a list of names/IDs beginning with certain characters.

The second portion of the search screen is the Select Region. Use this portion to
construct a query that limits the search to a specific region of the HUD organization. You
will find the option useful when you want to apply the same role changes to a group of
users in one or all of the entities associated with a particular region. For example,
change the role responsibilities for all the users in a particular PHA, or a group of users
in all of the PHA's.
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There is a radio button for each regional option. By default, the HUD HQ option is
selected when the page is launched. You search is limited to one region option at a time.
Where applicable, a selection list accompanies a regional option. The selection list
allows you to designate which entity (within the region) you wish to include in the search.
You can select one, or all of the available entities. By default, the All option is selected
when the page is launched.

Click the Arrow adjacent to the textbox associated with a region to view a list of entities
in that region. Entity options are listed in order, according to name. Numeric names
appear first, followed by those that are a combination of numbers and letters. Highlight
an option to select it. Once selected, the entity name appears in the textbox adjacent to
the region option.

Region selection works in combination with the search option specified in the Last
Name/User ID Query portion of the page.

For users with more than one PHA assignment, select the Last Name or User ID radio
button, enter the Last Name or User ID depending on the option selected and choose
the PHA radio button with ALL option as indicated below.

QueryView users by:

O LastName & *User ID

Search user |M

Select Region:

O HUD HQ

O HUB ALL v

@] FO ALL v

(] TARC ALL v

® PHA ALL 9

3.2.1.2.2 Alphabetical List Query

Use this component of the Search Users by Region page as shown on the screen
below when you want to construct a query that limits the search to either the user’s last
name or ID for those that begin with a specific letter of the alphabet.

View users by first letter of last name/User 1D

A BCDEFGHI!IJKLMMNDOPORSTUYVYWXYZ

This component of the form may be used in combination with Select Region Query
components to narrow your search. For example, search for those users whose user ID
begins with (T), within a specified entity of a designated region.

You can view an alphabetical listing of either user names or user IDs by selecting the
appropriate letter of the alphabet. Located at the bottom of the Search Users by Region
page you will find the letters of the alphabet, represented as hypertext links. Click a letter
to display a list of users whose last name or user ID begins with the selected letter.
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You can view user information, by either a last name or user ID. At the top of the page,
there is a radio button for each viewing option. By default, the Last Name option is
active when the page is launched. Click the radio button adjacent to the desired search

option.

Once the search criteria, the Search Result page is displayed. Refer to Section 3.2.2 for
description of the Search Result.

3.2.2 Search Results

3.2.2.1 By Roles

The results of a search By Role appears on the Users by Role List page as shown

below.

User Administration >> By Roles == User List

Enterprise Income Verification

HUD Home PIH Home

EIV Home Search

« Back to Secure Systems
« Program Office Selection

Sarah
Lisa
Erminia
Vicki
Brenda
Andrew
Theresa
Anita
550331
880331

1-50 of 6774 Users Last Page

Segerlind
Hall
Garnica
Bice
Roberts
Steeble
Cozart
Stockett
LAST - EIV
LAST - EV

User Administration Users Currently in PHA: PHA Occupancy - Voucher
By Roles
By Uzers
PHA Access Requests
Administer HUB Users
User Maintenance
User Certification
User Certification Report
User Role History Report M q. 110582
By U=zer
By Uzer Administrator D q' 114533
Budit Reports Ry 116843
# PHA Usage Report D q. 119434
O9  woozes
s Manua! 09  wvoozes
O%  moozer
0% woozes
O% w33
O w03t
—_ M i

@ﬁ“DDﬂE

MIDSE Lansing Housing Commission
WADES Wenatchee

AZD01 Phoenix HD

CADB4 WMENDOCING COUNTY

MO002 Baltimore City Housing Authority
0002 Baltimore City Housing Authority
MO002 Baltimore City Housing Authority
MY005 Mew York City HA

FLOOT Jacksomille

TAOO4 Fort Warth

Certified
Approved
Certified
Approved
Approved
Approved
Approved
Approved
Approved
Approved
. v

- ).

& | ocal intranet

The search results are also stored in a User List table. The table includes a record for
the Security Level and role selected. The records displayed are initially sequenced by

User ID.
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For Public Housing program users with Multi-PHA assignment, the search results page
appears as shown below.

By Users UseT(s) successNLly removed fom PEAPHA OCCUPANCY - PUBLIC HOUSING v
PHA Access Requests
Bdminictyliitiices Users Currently in PHA: PHA OCCUPANCY - PUBLIC HOUSING
User Maintenance
s oo apr 12245628210 NextGoup ©
User Role History Report 1-500f 7725 Users Last Page
By User
F Q ﬂ’ Moo 55031 FLOD1 Jacksonville Approved
User Manual 0% ¢ moast 550330 Elv X004 Fart Warth Approved
O Q.f? moo333 550333 = FLOD1 Jacksanville Appraved
i Qﬂ’ MO0335 550338 = MNY110 Mew Yark City Department of Housing Preservation & Dev.  Approved
O9% ¢ mooass 550338 = OHO01 Golumbus MHA, Apuroved
o Q_f? M00335 550335 ElV TA004 FortWarth Apnraved
O Qﬁ? mMOo33s 550335 = IL002 Chicaga Housing Autharity Approved
O9 ¢ mooass  ssoass = NYODS New York City HA Aparoved
O9% ¢ mooase 550336 = HYO0S New York Gity HA Apuroved
d Q_ﬂ’ MO0 336 550338 EMN MNY110 Mew Yark City Department of Housing Preservation & Dev.  Appraved
O Qﬁ? moo337 550337 = FLOD1 Jacksonwille Approved
O9 ¢ wooasr  ssoasr = THO04 Fort Warth Aparoved
F Qﬂ’ mMoo33s 550338 EM FLOD1 Jacksonville Approved
09 # moozsa  ssoa3s = HYO0S New Yark City HA Apnroved
19 ¢ mooadn 550340 EMN TX004 FartWoarth Appraved 5 b
-’é_'l-aone 8 Local intranet —

Matching your search criteria, records are sequenced based on the option selected in
the Last Name/User ID Query portion of the search page. For example, if the User ID
option is selected, records are sorted alphabetically, according to user ID.

EIV User Administration Manual Page 3-7



Public Housing Program User Administration
__________________________________________________________________________________________________________________________________|

3.2.2.2 By Users

The results of the search By Users (done through Last Name/User ID Query, Region
Query or Alphabetical List Query) appears on the Search Results page as shown
below.

Enterprise Income Verification HUD Home PIH Home EIVHome Search Email

User Administration >> By Users >> Search Results

« Back to Secure Systems
« Program Office Selection

Wiste Crilititssil e [ Selectall |[ Deselectall | [ Nest» |

* ByRoles

* byUsers

PHA A Ry it

- Adminitor HUB Uoers 12345676910 NextGroup ©

» User Maintenance 1-50 of 11091 Users Last Page

® User Certification Report ] ) o P

By User [0 a mMo0z64 Lachane Halley MDO02 Baltirmore City Housing Authority
LK Administrat

Audi?l;e:;ts minstratar O « Moozss Brenda Roberts MDO02 Baltimore City Housing Authority

» PHA Usage Report 0 <« mMo02es Andrew Steeble 1DO002 Baltimore City Housing Autharity
[0 <« mo02&E7 Theresa Cozart MDOO02 Baltirore City Housing Authority

User Manual [0 & moo2Es Anita Stockett NYODS Mew York City HA

AM m.. [ @ mMoo331 550331 LAST - EN FLOOT Jacksomville

dobe
[1 & o033t 5503n LAST - EM IL002 Chicago Housing Authority
[0 <« moo331 S5503n LAST - EM NY¥110 Mew York City Dept of Housing Preservation & Dev.
[0 <« mMoo331 330331 LAST - EN 0OHOO1 Colurmbus MHA
[0 <« moo331 530331 LAST - EN TA004 Fort Worth
— [ BLY (ala ] oo I AST ChS NOO Climmms Uemime Akl b

&) Dore & | ocal intranet

3.2.2.3 Search Results Sort Capability

For both By Roles and By Users, sort capabilities are provided in the Search Result
page by ascending or descending order of User ID, First Name, Last Name and Code
(Division Code, HUB, Field Office, PHA). Use the Sort Icons (triangle) as shown on the
screen appearing with the column to change the order in which information appears.
Clicking the top triangle sorts the data so that it appears in ascending order, while
clicking the bottom triangle sorts the data so that it appears in descending order.
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The sort applies to the entire search results table, instead of sorting just on the records
displayed on the page.

Usen(s ) SUCCESS: LY Te Tove m H - (&3 A
PHA Access Requests
Rumini=terHUB=Ers Users Currenthyin PHA: PHA OCCUPANCY - PUBLIC HOUSING
User Maintenance
User Certification Report 123456783 10 NextGrowp °
User Role History Report 1-50 of 7725 Users Last Pag

Sort By User :

Icons e Action UieriD %| firstMane % | Listh
- ) 550331 Ty Appraved
User Manual O F wmoozat 8503 EN THOD4 FortWiarth Aoaroved
!,}m G"m'" O Q[’ Mo0333 550333 EN FLOOY Jacksonville Anproved

OS¢ wo03ss 550335 EV NY110 New York City Department o Housing Preservation & Dev.  Agproved
09 ¢ woozss 850335 EWV OHO01 Calumbus MHA Agproved
OS¢ wo03ss 550335 EV THO04 Fort Warth Approved
09 ¢ woozss 850335 EWV IL00Z Chicago Housing Authority Agproved
OS¢ wo03ss 550335 EV NYO0S New York City HA Approved
O% # wo03se 550336 EWV NYO0S New York City HA Agproved
09 f wWo03se 550336 EV NY110 New York City Department o Housing Preservation & Dev.  Agproved
0% F wmoo3sr 550337 EWV FLOD1 Jacksonville Approved
0% # wo0337 550337 EV THD04 Fort Warth Approved
0% # woozss 550338 EWV FLOD1 Jacksonville Approved
0 A uonoon o Co AlOnz b b 11 o

3.2.2.4 Search Results Pagination

The search results are displayed in groups of 50. If the search retrieves more than 50
users, the search results are divided into group of 10 pages with each page containing
50 users. The links to the 10 pages, 'Next Group' and 'Last page' are provided on this

page to navigate to different pages and to next group of 10 pages or the last page.

By Users user(s) successhully removed from PHA:PHA OCCUPANCY - PUBLIC HOUSING F

PHA Access Requests

Administer HUE Users Users Currently in PHA: PHA OCCUPANCY - PUBLIC HOUL

User Maintenance ﬂi \

Pagination User Cerfification 123456789 10 HextGroup ©

N Re;;;; 1- 50 of 7725 Users Last Pane

By User
O ¢ moosst 550331 = FLOOT Jacksonwille Approved

User Manual OS¢ moozsn 550331 Elv THO04 FortWarth Approved
Lﬂ‘c"m’“ ] Q.f? 00333 550333 = FLOO1 Jacksonville Approved

¥ Q. f? 00335 550335 = MY110 Mew York City Department of Housing Preservation & Dev. Approved
O ¢ moosss 550335 = OHO01 Columbus MHA Approved
0% 7 moosas 550335 = TX004 Fort Warth Approved
] Q f.? 00335 550335 = 1LO0Z Chicago Housing Authority Approved
F] Q ﬁ? MO033s5 550338 EM MNYOO5 Mew Yark City HA Appraved
O Q ﬁ’ MO0336 550338 EM MNYOOS5 Mew Yark City HA Appraved
] Q_ f.’ 00336 550336 = MNY110 New York City Department of Housing Preservation & Dev. Approved
O Qf’ 00337 550337 ElV FLOOT Jacksaonville Approved
O Q{’ M0O0337 550337 EN TX004 FortWorth Approved
O Q f’ 00338 550338 EN FLOO1 Jacksonville Approved
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3.3 User Administration

Use the information in this section to help you carry out your user administration
activities. It includes the following step-by-step instructions:

o Assign a role to a User
o Assign Development(s) to a User Profile

. Remove a Role from a User’s Profile

3.3.1 User Administration — Individual User

3.3.1.1 Assign arole to a User

When seeking to assign or remove a role to a user, you may search using either the By
Users or By Roles as described in Section 3.2.1.

Search results By Users and By Roles are described in Section 3.2.2.

Sample search result pages are shown below:

Search Results — By Users

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration => By Users »» Search Results

« Back to Secure Systems
» Program Office Selection

Wit Criliitssl g [ SelectAll |[ DeselectAll | [ Next» |
Bv Roles

oy

PHA Access Requests

Administer HUB Users
User Maintenance 1-50 of 11091 Users Last Page

User Role History Report ction irst Name ¥ ast Name ¥ ode 3

By User [0 a w0264 Lachone Halley MDO02 Baltimare City Housing Autharity
By User Administrator

Sudit Reports [0 a mMo02es Erenda Roberts MDO02 Baltimore City Housing Autharity
» PHA Usage Report O <« MODZEe Andrew Steeble MDO02 Baltirnore City Housing Authority
[1 & MOO2E7 Theresa Cozart MDO02 Baltimore City Housing Authority
User Manual O <« moozes Anita Stockett NYO05 Mew York City HA
AR m.. O = mMoos3t 350331 LAST- EN FLOOT Jacksonville
dobe
[0 <« mMoo331 550331 LAST - ENV IL002 Chicago Housing Authority
[0 <« moo331 S5033 LAST - EW Y110 Mew York City Dept of Housing Preservation & Dev.
O o mMoo3st 250331 LAST- EN OHOOT Columbug MHA
O o mMoo3st 250331 LAST - EIV TADO4 Fort Warth
— e TLY [y =iy ] [lnta'elelg] I nOT LS NONT Shimmme Ueimime Lkl A7

% | ocal intranet
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Search Results — By Roles

..... TNCT - FUR =
+ Bylsers user(s) successtully removed from FHA:FHA O UFAI - PUBLI OUSING

» PHA Access Requests
= Administer HUB Users
Users Currently in PHA: PHA OCCUPANCY - PUBLIC HOUSING

» User Maintenance

» User Certification 1234567 89 10 NextGroup ()

» User Certification Report

) 1. 60 of 7725 Users Last Page
» lszer Role History Report
by User

L} Q f? mMoo331 55030 FLOOT Jacksanville Approved

Yser Manual O # moozst 55033 Bl TXO04 Fort Worth Appraved

IV d i

M?M '% O Qﬁ? mMoo333 550333 El FLOOT Jacksanville Approved
O Qﬁ? MO0335 550335 Elv MNY110 Mew York City Department of Housing Freservation & Dey.  Appraved
O Qﬁ? M003348 5503348 ElV OHOO01 Columbus MHA Approved
O Qﬁ? M00335 550335 ElV TA004 FortWarth Apnroved
O Qﬂ? MO033s 550334 ElV IL002 Chicago Housing Authority Approved
O Q_ﬁ? MO0335 550335 El Y005 Mews York City HA, Approved
O Q_ﬂ? MO0336 SE03I6 ElY MYOOS Mews Yark City HA Approved
¥ Q ﬂ? MO0336 550336 Elv MY 110 Mew York City Department of Housing Preservation & Dev. Approved
.} Qﬂ? MOon337 550337 Elv FLOOA Jacksonville Approved
O Q_ﬂ? MO0337 550337 El Tx004 Far Worth Approved
O Q_ﬂ? MO0338 550338 El FLODT Jacksamville Approved
O Q_f? Mo03349 550334 ElV MY005 MNew Yark City HA Apnroved
A7 monzdo 550340 ElV TA004 Fort Warth Annroved A/

84 Local infranet

Each record in the list includes some, or all of the following components:

o Action — Use this column when you want to apply an action to the associated
record. Available action options, vary based on the search criteria, include the
following:

o Checkbox — The appearance of a checkbox in the Action column indicates
that the record can be selected for inclusion in another action. It works in
combination with another command on the page, e.g., Add, Continue, Next,
etc.

Click the checkbox to select it. A check mark in the checkbox indicates it is selected. For
example, click the checkbox and then click the Add button to add the selected user to
the role.

) Update (&) — The appearance of the magnifying glass tool in the Action
column indicates that you can update user role information.

) Update Developments (# ) — The Pencil tool will appear only for the PHA
Occupancy - Public Housing Role, as each Public Housing has a set of
developments. The appearance of this tool indicates that you can update the
user developments information.

o User Id — Identifies the user’s identification number as provided by the WASS
system.
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o First Name — Provides the user’'s name as it appears in the WASS system.
) Last Name — Provides the user's name as it appears in the WASS system.

) Code/Division — ldentifies the Division/ PHA code to which the user is
assigned.

) Current Status — Displays the status of the user, as in
Approved/Denied/Pending/Certified etc.

Click the Action checkbox adjacent to the user you wish to include in the role. A
checkmark in the checkbox indicates that it is selected. You can add one, several, or all
of the available users at the same time. When you have made your selections, click Add
or Request (if you are a PHA-level user administrator) to submit your request. The
system processes your request and responds as follows:

If you are adding these users to any role through By Roles (except PHA Occupancy —
Public Housing), a message confirms the number of users added to the role, and you
are returned to the Security Levels List page as shown below.

Enterprise Income Verification

ENMHome Search Email

HUD Home PIH Home

User Administration - By Roles

« Back to Secure Systems
User Administration Security Levels List
By Roles
By Users
PHA Access Requests

.
.

.

® Administer HUB Users

P ——
.

.

.

2 users successfully added to HUB:Hub Occupancy Specialist

User Cortification T

User Certification Report QA DCG ]
Uzer Role History Report
By User

By User Administrator [ Q & HO 0IG a9

% Q 2 HaField Operations 11

Q2 Haoccupaney 27

User Manual Q2 Ha Security Admin 17

L}IG"%" Q2 HQ Seniar Mot 4

Sk o m
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If you are adding these users to any role through By Users (except PHA Occupancy —
Public Housing), the User Profile Details page is displayed as shown below.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration - By Roles/By Users

» Back to Secure Systems
ek el User Profile Details
User Administration

* ByRoles Selected User

® BylUsers .
s PHA Access Requests User ID: 00331

s Administer HUB Users User Name: 550331 LAST - EV
® User Maintenance Office Code: TX004

* User Certification Participant Cade: THO04
# User Certification Report

# User Role History Report

By User List of Roles

Audit Reports

 PHA Usage Report 7 PHA Occupancy - Public Housing Aproved
PHA Occupancy - Youcher Approved

User Manual O PHA Security Administrator

AR m’" PHA User Adrnin Appraved

— Ravake Al

8 L ocal intranet

Use the User Profile Details page make changes to the user’s profile.

. Select the Action checkbox for the role or roles to be added to this user’s profile
or

) Deselect the Action checkboxes for a role or roles to be removed from this
user’s profile.

o Click Update.

The system restores the page, displaying a message indicating the change was
successfully implemented.

3.3.1.2 Assign Development(s) to a User Profile

At the PHA security level, you can control access to tenant data at the role level. Limit
the users access to income data by designating the development(s) that can be
accessed. Because PHA Occupancy — Public Housing is a role, the best route to assign
development(s) is by using the By Roles option. The PHA level has four possible roles:
PHA Occupancy— Public Housing, PHA Occupancy — Voucher, and Security
Administration. Developments may only be assigned to PHA Occupancy — Public
Housing.

If you are adding a user(s) to the PHA Occupancy — Public Housing role through By
Roles or By Users, the Assign Developments to User page is displayed as shown
below. This has been created to facilitate the assignment of individual or groups of
housing developments to staff members of large PHA’S where it is not possible for one
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staff member to cover them all. Select All and Deselect buttons are available in the
User Administration-By Roles or By Users Assign Developments option, which is shown
in the Assign Developments screen as shown below.

HUD Home PIH Home EIV Home Search Email

Enterprise Income Verification

User Administration - By Roles/By Users

« Back to Secure Systems
DR e el Assigh Developments to User
User Administration

By Roles

by Users User Roles have been updated for user(s) - MOD331.
PHA Access Requests

User Certification Selected User Information

.
.

.

® Administer HUB Users

® User Maintenance
.

.

.

User Certification Report
Select All mor o oy Report [ oo [ Wame _Joot
CoATaEr MO0331 LAST - ENV THI04
Dese|8Ct By User Administr ~tor
Al | Audit Reports
Assign « PHA Usage Report [ Selectall | [ DeselectAl | [ Assign |
buttons
User Manual List of Developments

AT reton Joowigpmers

TAD04001  RIFLEY ARNOLD APARTMENTS
TAD04002 BUTLER PLACE APARTMENTS
TADD4003  CAVILE PLACE APARTMENTS
TAO04004A RIPLEY ARNOLD ADDITION APARTMENTS
TAD04004B  BUTLER ADDITION APARTMENTS “

& Local intranet

@ ¥ @ =] ™

Check the development to be assigned to the user and click the Assign button. Once
the button is clicked, a message confirms the number of users added to the role, and
you are returned to the Security Levels List page as shown below.

Enterprise Income Verification PIHHome  ENHome Search Email

HUD Home

User Administration - By Roles

« Back to Secure Systems
User Administration Security Levels List
By Roles
By Users
PHA Access Requests

.
.

.

® Administer HUB Users

P —
.

.

.

2 users successfully added to HUB:Hub Occupancy Specialist

User Certification [Rote _______Jwes _________________________________________|

User Certification Report =k & DCG ]

B'f:;:“'e HETHAETIE @ Q @ HOFieldOperations 11

By User Administrator g & HO QIG a9

a2 H@ Occupancy 27

eakanuel 9 2 Ha securiy Admin 17

L}I“ﬁ%’;‘fh Q2 HO Senior Mgt 4
ok s o
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If you are adding these users to any role through By Roles (except PHA Occupancy —
Public Housing), a message confirms the number of users added to the role, and you
are returned to the Security Levels List page as shown below.

To assign a development to an individual PHA user through By User, complete the
following steps:

Click the Update User Roles tool (%) adjacent to the PHA user to whom you wish to
assign a development.

The User Profile Details page as shown below is displayed.

HUD Home PIH Home EIV Home Search Email

Enterprise Income Verification

User Administration - By Roles/By Users

« Back to Secure Systems
PRI i el User Profile Details
User Administration

® ByRoles Selected User

® BylUsers U D:
® PHA Access Requests ser 1L WO0335

* Administer HUB Users User Name: SS50335 LAST - EV
® User Maintenance Office Code: Tx004

L Certificati B
° Swer tertification Participant Code: TH004
« User Certification Report

# User Role History Report

By User List of Roles
ey user Aamiistrator [l Action _____JRote ___________________________________[stws_____|

Auidit Reports .
S 7 PHA Occupancy - Public Housing Approved

PHA Occupancy - Youcher Approved
User Manual O PHA Security Administrator
A mﬂ" PHA User Adrrin e
L Revoke Al

8 Local intranet

Click on the “View/Update User Developments’ icon (# ) against the PHA Occupancy —
Public Housing Role for the user.

The Assign Developments to User page appears as shown below.

Use this page to control the users access to tenant income data. You can select one,
several, or all of the available developments, depending on your requirements. You must
select at least one development; otherwise the user will not have access to any tenant
income data.
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Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration - By Roles/By Users

s Back to Secure Systems
PECTET e el Assign Developments to User
User Administration
» By Roles
<< Back

- by Uoers
® PHA Access Requests Selected User Information
® Administer HUB Users

. L [
* User Maintenance
® Usger Certification nMO0335 550335 LAST - EN TX004
# User Certification Report

s Uszer Role History Report
By User [ Belectall | [ Deselectall | [ Update |

By User Administrator

Audit Reports List of Developments
® PHA Usage Report
9% Rep m Developments

TAD04001  RIFLEY ARNOLD APARTMENTS

TAD04002 BUTLER PLACE APARTMENTS

TADO4003  CAVILE PLACE APARTMENTS

TAD04004A  RIPLEY ARNOLD ADDITION APARTMENTS
TAD04004B  BUTLER ADDITION APARTMENTS
TAD04005 HUMTER PLAZA APARTMENTS

TAOD4006 FAIR OAKS APARTMENTS

Ratia st alaa)

User Manual

T e

000 Od0O0OEE

& Local intranet

3.3.2 Remove a Role from a User’s Profile

Complete the following steps to remove a role from a user’s profile:

e Click the By Users link on the left-side navigation panel.
e Perform user search as described in Section 3.2.1
e Choose a user from the Search Result

e Click the View/Remove Users icon (%) on the selected user and the user profile
is displayed.

e Toremove a role, uncheck the role and then click update. If you want to remove
all roles, click Revoke All.

3.3.3 User Administration — Group of Users

Many of the user administration features available for individual users are also available
for groups of multiple users, including the following:

e Search for a Group of Users

e Modify Roles Assigned to a Group of Users

3.3.3.1 Search for a Group of Users

It is important to understand that in order to administer a set of users as a group, they
must all be at the same security level. This section describes the process of conducting
a search to return a list of users.
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To search for and select a group of users in order to add a role or roles, remove a role or
roles, or revoke system privileges, complete the following steps:

Click By Users in the left-side navigation panel.
The Search Users by Region page appears as described in 3.2.1.2.

3.3.3.2 Modify Roles Assigned to a Group of Users

Use the Search Users by Region page to help you locate the user you want to add to
the selected role. The page offers you several ways to do that, construct a search query,
or view an alphabetized list of users. Your search will be limited to those users your role
allows you to view. If you need assistance constructing a search query, refer to Section
3.2.1.

Once you have defined your search criteria, click Search Users.

The results display on the Search Results — Users by Region page as described in
Section 3.2.2.

Use the Search Results — Users by Region page to help you carry out your user
administration activities, at a group level. The User List table can be sorted on User ID,
Name, and Code/Division.

Click the Action checkbox for one or more users to whom you want to assign the same
role or roles.

If you want to assign the same role or roles to all users in the search results, click Select
All. If you have selected some or all users in the list and want to deselect all selections,
click Deselect All and make your selections again. Once your selections are made, click
Next >>.

The User Profile Details page appears, identifying the selected users.

Confirm the List of Selected Users. If you made an error in selection, click <<Back to
return to the previous page and correct your selections.

Continue to the next section to add or remove roles for the selected group, or revoke all
system rights for the selected group.

3.3.4 Download Excel Report

User Administrators have the ability to download a Microsoft Excel report that gives
statistics related to the number of Users having a selected Security Level role. This is
available through the Download Excel Report feature.

To download the report, follow these steps:

= Click By Roles in the left-side navigation panel available to Public Housing
program users

= Click the Download Excel Report icon (')) appearing adjacent to the role record
for which you wish to generate the Microsoft Excel Report.
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The system opens a File Download dialog box with Open and Save buttons. You can
either click the Open or Save button.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

File Download

User Administration|

s Back to Secure Systems

« Program Office Selection ? Same files can harm your computer. [f the file information below
. i looks suzpicious, or you do not fully trust the source, do not open or
User Administration Security Level: HQ save this file.

By Roles
By Users

i s )
PHA Access Requests I"* Q. -

: File name: ...ecurity Admin-20060206, x|s
.

® Administer HUB Users Ia-* Q. {3

.

.

.

.

File type:  Microsoft Excel Warksheet
Fram: iplappsdl.hud. gov
User Maintenance
User Certification ﬁ Q. {.‘-
User Certification Report

*a 9

User Role History Report ‘would you like to open the file or save it to your computer?

By User |}§ Q ‘.3

e [ Open ] [ Save I [ Cancel ] [ tore Info ]
By User Administrator
Audit Reports
» PHA Usage Report Security Level: HU
e L
User Manual a2 Hub Occupancy Specialist et}
i o i i
Lﬂmlmm it q 2 Hub Security Admin 10
B 2 Hub User Admin 20

Security Level: FO - Field Office

BT — - . P

The user can choose to directly open the report or save it.

If the Open button is clicked, the Microsoft Excel is invoked, the Microsoft Excel
spreadsheet with the list of users are displayed as shown below.

01 -H0 Feld Operatio

B pe Edt ew et Fomer Tock Qata Wndoe bed GLED
NEE SRY iR 9- @ A OB o -w - e sy EETE SR E L -MA- T
08 sl P e -
B4 _'J = John

A (] ¥ [] E F G H | J K L M (] Q ==
1 Waarbl  Firsf Ham Lasi Bame Code Ndive Siatus
2 HIM1 Joseph Smith LI inforr Approved
3 HZIZIY Olaw [ PO Bl Bppnied
4 |rEEamy [ohe Cia FCl infan Approvad
5 44444 s Dz FC e Cediied
B |HEERRS Mlay Srvith Fil infan Spprovad
7
&
a
La]
1
12
13
14
15
&
17
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If the Save button is clicked, a Save As dialog box that would allow you to enter the
filename and save the spreadsheet in your local drive.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration >

« Back to Secure Systems
* Program Office Selection Save As
User Administration Security Level: HO -

= ByRoles m Save in | (5 FO PHA uzage report
=« ByUsers
i - -
s PHA Access Requests R HG O "JI Chchklist
e Administer HUB Users Iﬂ q {, HQ S Chdb
® User Maintenance Beceny g?;fl
o User Certification M2 Hos Sres
s User Ceniﬁf:atiun Report I}ﬁ q \,:, Hao & @ Shres3
« User Role History Report
By User Q3 Ha U Deskiop

By User Administrator

Audit Reports J
& PHA Usage Report Security Level: HUB - -
1

User Manual a2 Hub 8

=3
9
} = .
L}IG-I m-— a2 Hub 5 Iy Computer

A2 Hwbu

b | [ Save ]

‘t File name: | HEI'/1-HO Security &dmin-

=
Level: FO - f Hy Metwork, Save a3 type |M\crosofl Excel Worksheet v | [ Cancel ]

& | ocal intranet
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3.4 Administer PHA Access Requests

User Administrators above the PHA level (i.e., HQ, HUB, FO) have the ability to approve
the requests for user role assignments submitted by PHA User Administrators through
the PHA Access Requests feature.

To administer PHA access request, follow these steps:

e Click the PHA Access Requests link in the left-hand navigation panel

The system displays the PHA Selection page as shown below. The user can choose to
view access requests for All PHA's (default selection) or for a single PHA.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration >> PHA Access Requests

« Back to Secure Systems
« Program Office Selection
User Administration Select a PHA:
» ByRoles

By Users PHA: AlLL
PHA Access Requests

® Administer HUB Users [

e — Wiew Access Reqguests ]

User Certification
User Certification Report
User Role History Report
By User
By User Administrator
Audit Reports
« PHA Usage Report

User Manual

|§1 Done & Local intranet
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The system displays the PHA User Request List page as shown below for the PHA
selected, or for All PHA's.

Enterprise Income Verification HUD Home PIH Home EIV Home Searc

User Administration >> PHA Access Reguests »> PHA User Request List

» Back to Secure Systems
» Program Office Selection
User Administration

The following Users are currently waiting for approval in the EIV System:

By Roles PHA All PHA's  Number of Requests 237 /\
Pagination a6
Administer HUB Users
User Maintenance i
User Certification . ) ) Participant Re
Sl [ <4 O D O "N @  PHA Occupancy - Public Housing ~ User! - UseslFimst - TrerlLast  paongy wps3ss 200
By User ) - .
- e Ee User2 User2 First  Usex2 Last
By User Administrator A O =D O N E  PHA Security Administrator sa 'serd Firs fea QHO04 MAS2I5 200
Audit Reports 4O DO NG  PHA Security Administrator Usexd Usex3 First  User3 Last QOHO04 MAS235 200
o i Rhrn A0 ™D O ™NE PHA Security Administrator Userd  Userd First  UserdLast  ILO0I MQ77E1 200
=4O #D O N E  PHA Security Administrator Users UserS First  UserS Last NY¥00a MEB377 200
User Manual =20 D O N E  PHA Security Administratar Usex§  Usert First  Usert Last  MO7168 MCEnE7 200
Lﬂa"m'* 4O =D O **N &  PHA Occupancy - Woucher Usex? User? Fizst  UsexT Last NYE03 MQA3115 200
A0 DO =N E  PHA Occupancy - Youcher Userd  User First  UserLast 1203 M33115 200
se sexB Firs se
=20 =D C ™NE  PHA Occupancy - Youcher _ Usard Firet  Usext Last 50003 MLB491 200
se serd Fire se
=0 #D O N E  PHA Security Administrator MJ042 MIZa4a 200
Uzerld Userl0 First  Userl0 Last
40 DO NG PHA Security Administrator QHO28 MFE309 200
S ) ) e B DHA Ceeunanes . Wnanchar Ueerll  UserllFirst  Userlllast . o hATEIER a0 Y

The request list is displayed in groups of 50. If the search retrieves more than 50 users,
the search results are divided into group of 10 pages with each page containing 50
users. The links to the 10 pages, 'Next group' and 'Last page' are provided on this page
to navigate to different pages to next group of 10 pages or the last page.

= Select *A (for Approve), **D (for Deny) or ***N (for No action) in the Actions
column for each of the requests in the table. Default of ***N is selected for all
users when the page is displayed.

= Click Update.
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The system displays the PHA User Request List Results page showing a summary of
the requests that were approved and the requests that were denied.

Enterprise Income Verification HUD Home PIH Home  ENY Hame  Search  Email

User Administration => PHA Scoess Requess => FHA User Request List

The Tollewing usenis] have boen approved

W02 PHa Occupancy = Fublic Housing

The following usens) have boen donied

Gord gy

0030 PHA Qe cupansy - Vautcher

Yol car laiher iiecess PHA AGGiss rodgiiest by elicking Aocess logisal

I ACCaEE Fequest |

8 Leeal irraret

To access requests that have not been processed (approved or denied) on the previous
PHA User Request List page:

» Click Access Request.

The system re-displays the PHA User Request List page.
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3.5 Administer HUB Users

EIV uses organizational information from PIC. However, EIV allows users to be
assigned to the HUB level whereas PIC does not. That necessitates a special process
to administer EIV HUD users.

This functionality is only available to HQ Users.
To administer HUB users, follow these steps:

= Click the link Administer HUB Users in the left-hand navigation panel for Public
Housing program users

The system displays the HUB List page as shown below.

Enterprise Income Verification

HUD Home PIH Home EIV Home Search Email

istration => Ad HUB Users

s Back to Secure Systems
» Program Office Selection
User Administration The following HUBS are currently in the EIV System:

+ eyoe
* PHA Access Requests

* Administer HUB Users o Q 1000 1HBOS Boston Hub 27

® User Maintenance i q 11000 SHJAC Jacksorwille Hub 21

# U=zer Certification .

o User Certification Report o 15000 SHCHI Chicago Hub 1

* User Role History Report = Q 16000 SHCLY Cleveland Hub 2

By User . .

AT D [N 18000 SHDET Detroit Hub 2
Audit Reports = Q 2000 ZHNYC Mew York City Hub 1
SREHALS osRcport [N 20000 BHFTW Fort Warth Hub 10

i Q 26000 IHLSA Los Angeles Hub 2
s Manual =N 29000 4HMEM Memphis Hub 4
s m“ i 3000 2HEUF Buffalo Hub 2
[N 4000 IHMWIK Mewark Hub 4
i Q 5000 3HBLT Baltimore Hub 3

The HUB List contains HUB Number, HUB Name, and User Count, which refer to the
number of users assigned to the HUB.

The Action column includes the following tools:

@ Add Users to HUB icon: Used to add users to HUB
security level

g, | List/Remove Users from HUB tool: Used to remove
users from the HUB security level

To add a user to a HUB follow these steps:
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» Click the Add Users to HUB tool next to the HUB to which you want to add a
user.

The system displays the HUB Users List page with the list of available users to be
added to the selected HUB. An example follows:

Enterprise Income Verification HUD Home PIH Home EIVY Home Searc

User Administration »> Administer HUB Users »> HUB User List

+ Back to Secure Systems
= Program Office Selection

User Administration

* ByRoles The following Users can be added to HUB: 4HJAC Jacksonville Hub:

+ ByUsers

» PHA Access Requests Add

* Administer HUB Users

= User Maintenance HUB User List

+ User Certification Report .

o User Role History Report O 4HPH JACKSONVILLE HUB OFFICE Userl Userl First Userl Last
By User ¥ 4HPH JACKSONYILLE HUE OFFICE Userd Userd First UsesZ Last
A O 4HPH JACKSONVILLE HUB OFFICE User3 User3 First Userd Last

Audit Reports

« PHA Usage Report F 4HPH JACKSONYILLE HUE OFFICE Userd Userd First Users Last

_— O AHPH JACKSONYILLE HUB OFFICE Users UserF First Users Last

User Manual F 4HPH JACKSONYILLE HUBE OFFICE Useré Useré First User$ Last

AR d A

AR

&) & Local infrane +

The User List table includes a record for each user in the selected HUB. The record
detail includes the HUB’s Organizational Name, User ID, and User Name.

= Click the checkbox for one or more user/HUB Organization combinations you
want to assign and the click Add.

The HUB List page displays a confirmation message indicating that the users were
successfully added to the HUB. The HUB User Count is updated to reflect the additions.

To remove a user from a HUB, follow these steps:

= Click the link Administer HUB Users in the left-hand navigation panel.

The system displays the HUB List page.

The HUB List table includes a record for each HUB. Records appear in ascending order
according to their HUB Number value. Each record contains the HUB Number, HUB
Name, and User Count (refers to the number of users assigned to the HUB).
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The Action column includes the following tools:

Icon Description

E% Add Users to HUB icon: Used to add users to HUB
security level

q, | List/Remove Users from HUB icon: Used to remove
users from HUB security level

= Click the List/Remove Users from HUB tool (q-).

The system displays the HUB Users page; an example follows:

Enterprise Income Verification

User Administration »> Administer HUB Users >> HUB User List

=+ Back to Secure Systems
= Program Office Selection
User Administration

By Roles The following Users are currently in HUB: 4HMEM Memphis Hub:

By Users

PHA Access Requests

Administer HUB Users

User Maintenance

User Certification Organization Name = m User First Hame User Last Hamg

User Certification Report
User Rale History Report ALPH NASHVILLE PROGRAM CENTER Userl User] Fixst Userl Last

By User |:| APH MEMPHIS HUE OFFICE Userl User? First Userl Last

By User Administrator

) O 4PH MEMPHIS HUB OFFICE Userd Userd First Userd Last
Audit Reports
» PHA Usage Report (] 4PH MEMPHIS HUB OFFICE Userd Tser4 First Userd Last
—

User Manual

= Click the checkbox that corresponds to each user you want to remove from the
HUB

= Click Remove

The HUB List page displays a confirmation message indicating that the users were
successfully removed from the HUB. The HUB User Count is updated to reflect the
change.
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3.6 User Maintenance

User Administrators can update the Expiration date of EIV Public Housing program
users through the User Maintenance feature. The default value is 30 days after the start
of the quarter. The first covered quarter began on January 1, 2006.

To certify users, follow these steps:

= Click the User Maintenance link in the left-hand navigation panel available for
Public Housing program users.

» The system displays the User Administration - User Maintenance page as
shown below with the Search User by User ID section.

- Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration >> User Maintenance

+ Back to Secure Systems
= Program Office Selection

User Administration Query/View users by User ID:

+ ByRoles
+ ByUsers Search user
* PHA Access Requests
= Administer HUB Users [
& User Maintenance
* User Certification
» User Certification Report
+ User Role History Report
By User
By User Administrator
Audit Reports
» PHA Usage Report

GetUser Infarmation ]

User Manual

A 4

= Please enter the User ID and click the Get User Information button
The User Details page is displayed with a textbox to update the Expiration Date

= Enter a valid date in the Expiration Date in the format (mm/dd/yyyy): textbox.
The date should be within the current quarter plus 1 month. (e.g., If today’s date
is 10/15/2005, the Expiration date cannot be a date after 01/31/2006 since
12/31/2005 is the current quarter end date)

= Click the Update button.
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The system updates the User Expiration Date and refreshes the User Details page with
the message User Expiration Successfully updated on the top.

Enterprise Income Verification HUD Home PIH Home EIV Home Search

Email

User Administration >> User Maintenance >> User Details

« Back to Secure Systems
= Program Office Selection

User Administration Enter a valid Expiration Date and click Update:

By Roles User ID h00341
By Users

.
.
« PHA Access Requests

® Administer HUB Users Last Name LAST - EV
.

.

.

.

First Name SS503N1

User Maintenance Code FLOO1, ILO02, WY0O0S, MY110, OHDO1T, PAD11, TX004
User Certification L. . )
N, Expiration Date in the format (mm/dd/yyyy) 04/15/2008

User Role History Report
By User
By User Administrator
Audit Reports
» PHA Usage Report

User Manual

&) Done 8 | ocal intranet
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3.7 User Certification

User Administrators can certify EIV users following these certification rules:

e User Administrators cannot self-certify themselves except for HQ User
Administrator. HQ User Administrators are asked to certify each other.

e HQ User Administrator can certify any users only below its organizational
level (e.g., HQ UA can certify HUB, FO and PHA)

¢ Non-HQ User Administrator can only certify any User Administrator at or
below its organizational level (e.g., HUB UA’s can only certify HUB UA’s, FO
UA’s and PHA UA's)

To certify users, follow these steps:

= Click the User Cetrtification link in the left-hand navigation panel available for
Public Housing program users

The system displays the User Certification Selection page as shown below. The User
Administrator can select users pending certification from the respective security level
only.

HQ User page

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration => User Certification Selection

s Back to Secure Systems
» Program Office Selection
User Administration

» By Roles

Select Region and Certification Criteria:

HUD H
s BylUsers @ a
® PHA Access Requests O HUB All R
. Adminis-ter HUB Users o) FO Al 3
* User Maintenance
® Usger Certification (] TARC All hd
» User Certlﬁf:atlnn Report 0 PHA Al -
s Uszer Role History Report
By User Select Certification Status: All v
By User Administrator
Audit Reports
« PHA Usage Report
User Manual
'\‘s« m'“ Note: User Administrator certifies that the following documents are on file for each user heing certified.
hdobe

« Access Authorization Form
e User Agreement
« Rules of Behaviour

&) Done & Local intranet

HUB User page

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration => User Certification Selection

« Back to Secure Systems
« Program Office Selection
User Administration

* ByRoles

® BylUsers

® PHA Access Requests

® User Maintenance

Select Region and Certification Criteria:
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FO User page

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration >> User Certification Selection

« Back to Secure Systems
User Administration

* ByRoles Select Reg nd Cert

By Users
hd
PHA Access Requests @ FO Al

User Maintenance O PHA All “

User Certification

Usger Certification Report Select Certification Status: All v

User Role History Report
By User

By User Administrator

User Manual

r“‘s" ;gﬂf» Note: User Administrator certifies that the following documents are on file for each user being certified.
Adobe

o Access Authorization Form
« User Agreement
« Rules of Behaviour

&) £ Internet

PHA User page

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration »> User Certification Selection

» Back to Secure Systems
Threshold Report

@ Threshold Report
Income Information

# By Head of Household

® By Rexal ition Month

Select Req n Criteria:
® PHA Selecta PHA v

Select Certification Status: All hd

User Administration




Select All from the Select Certification Status dropdown and click the List Users

button

The system displays the User Administration - User Certification page as shown
below, with the List of Users and their Roles section, with the User Name, User ID,

Public Housing Program User Administration

Last Certification Date and Certify User (button) or Certified User (status).

cure Systems
ffice Selection
ration

: Requests
HUB Users

Enterprise Income Verification HUD Home PIH Home EIV Home Search

Email

User Administration »> User Certification Selection >> User Certification

Field 2APH NEW YORK CITY HUB Number of 24  Certification

Office: OFFICE Users: Status: Al || Change View

1-24 of 24 Users
List of Users and their Roles

User Name: | John Doe User ID: : jdoe Last Certification Date: Ni Cerify User
FO Occupancy Specialist FO Security Admin
User Name: Maria Salve User ID: | msalve Last Certification Date: 01/26/2006 Certified User

FO Ccocupancy Specialist

User Name: Josesp po User ID: ipo Last Certification Date: 01/26/2006 Certified User
FO Cccupancy Specialist

User Name; | Bose Mary User ID; mmary Last Certification Date: 01/26/2006 Certified User
FO Ccocupancy Specialist FO Security Admin FO User Admin

User Name: Lily Flour User Ip; 1o Last Certification Date: 01/26/2006 Certified User
FO Occupancy Specialist FO User Admin

User Name; ™imi fornes User ID; mfornes Last Certification Date: 01/26/2006 Certified User

Certify
Button

&l | aral intranat

The request list is displayed in groups of 50. If the search retrieves more than 50 users,

the search results are divided into group of 10 pages with each page containing 50

users. The links to the 10 pages, 'Next group' and 'Last page' are provided on this page
to navigate to different pages to next group of 10 pages or the last page.
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For users pending certification, a Certify User button is displayed. Select a user and
click on the Certify User button against the selected user (e.g., User ID: H07145) to
Certify the User.

The system refreshes the User Administration - User Certification page as shown
below, with the List of Users and their Roles section. The selected user now shows as a
Certified User.

Enterprise Income Verification

Usar Admintsiatizn == lses Cortificalivs Selocion == e Cerificasion

Fiuld 2APH MEW FORMCITY B Mumber of 24 Carfication

ffien: OFFIE ) o Al w| [ changevies

1.2 o 24 Usmrs
List #f Wsars and shair Foles

Lisir Harre: 9o bn Uos Lser B jdsn Lt Copiticaton Datsz | 0124020106 Cartited nzer
FO Doeupancy Spsicialal FO Sicudly Adein
Liner Harn: Moris Sabe Uner I [mrabes Lz Cqtifioysion Dale: 01262000 Cortfied Lissr
FO Dccuparcy Spaciabs

g |Lsir Haana: Fesemm ie Lser i B Rawst Cprteartion [t (1252004 Crrifind Uar
FIO Oocupancy Spaciais]
User Ham: i fLaie My User g remars Ll Coprtifiesbon Dtz (1042004 Cirtied Lised
FO Ooeupancy Spmeiakl FiO Sacudty Adein FO Lir Adenin
e Uner g Ve Lot Crmication Dates 01262006 Corified User
FO Docuparcy Epachils FO Uger Adrain
Ui Happe: mird femmar Ui i woermar Lo Coprimiicoyiion (b 011262006 Covifind Lksar

ol i

3.8 User Certification Report

User Administrators can view a list of Certified Users and Users Pending Certification
using the User Certification Report. The user can view Users at their Security Level and

lower. E.g. HUB Users can view Certified Users and Users Pending Certification from
HUB, FO and PHA Security levels but not HQ users.

To generate the User Certification Report, follow these steps:

e Click the User Certification Report link in the left-hand navigation panel.
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The system displays the User Certification Report Selection page as shown below.
The user can select Users Pending Certification from the respective Security Level only.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration >> User Certification Report Selection

« Back to Secure Systems
* Program Office Selection
User Administration

» ByRoles

Select Region and Certification Criteria:

HUD H
=« ByUsers @ 0
s PHA Access Requests (F] HUB All v
Administer HUE Users @) FO Al 3
User Maintenance
User Certification O TARC All A
User Certification Report O PHA Al I
User Role History Report
(W Select Certification Status: All v
By User Administrator
User Manual
r\‘&| m..
hdobe

The User Certification Selection page for a HUB User appears as shown below.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration > User Certification Report Selection

s Back to Secure Systems
» Program Office Selection

User Administration
By Roles

Select Region and Certification Criteria:

.
v

« ByUsers @® HUB All
® PHA Access Requests (&) FO All v
® User Maintenance
. (@] PHA All A
0 Wz EE i e G Select Certification Status: All d
# User Role History Report

By User

By User Administrator

Auidit Reports
« Usger Session and Activity
# Tenant Data Access

User Manual

[1?& Gt m..
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The User Certification Selection page for a FO User appears as shown below.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration >> User Certification Report Selection

« Back to Secure Systems
User Administration
» By Roles
® BylUsers
PHA Access Requests
User Maintenance

User Certification

User Certification Report Select Certification Status:

User Role History Report
By User

By User Administrator

User Manual

The User Certification Selection page for PHA User appears as shown below.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email
User Administration => User Cenrtification Report Selection
« Back to Secure Systems
Threshold Report
s Threshold Report Select Rey nd Certification Criteria:
Income Information ® PHA Gelect o PHA 7

# By Head of Household
® By Rexamination Month
User Administration

By Roles

By uere

Select Certification Status: All b

User Certifi
User Certification Report
User Role History Report
By User
By User Administrator

.
.

® User Maintenance
. .

.

.

User Manual
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e Select the security level and a value from the corresponding drop-down list.

o After you make a selection, click the List Users button and the User
Administration - User Certification Report page as shown below is displayed.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Emai

User Administration >> User Certification Report Selection »* User Certification Report
becure Systems
Office Selection Field Office: 0EPH PORTLAND PROGEAM CENTER Number of Users: 4
stration -

Certification Status: All v Change wiew
;s Requests Pr' ntel’-
r HUB Users . n . 1

Frinter-Friendly Versig
T Printer-Friendl Versm‘— Fr|en.d |y
fioation Version
fication Report L | n k
History Report 1-4 of 4 Users
List of Users and their Roles

hdministrator
5 User Name: Lily Flower User ID: Hlower Last Certification Date: 01112006 Certified User
: Report FO Oceupancy Specialist FO Security Admin FO User Admin

User Name: maria ford User ID: mford Last Certification Date: 02/02/2006 Certified User
g FO Dceupancy Specialist FO Security Admin FO User Admin
al

User Hame: harry chu User ID: hehu Last Certification Date: 01/11/2006 Certified User

FO Oceupancy Specialist

User Hame: Joseph Joe User ID: jjoe Last Certification Date: 01112006 Certified User

FO Occupancy Specialist FO User Adrmin

The request list is displayed in groups of 50. If the search retrieves more than 50 users,
the search results are divided into groups of 10 pages with each page containing 50
users. The links to the 10 pages, 'Next group' and 'Last page' are provided on this page
to navigate to different pages to next group of 10 pages or the last page.

EIV provides pagination capability to this report wherein search results are displayed
in groups of 50 households per page. Where there are more than 50 users in the search
results, the EIV have links to the other groups of 50 users through page number, which
is in set of 10 pages. When the search results is more than 500 users, then navigation to
next group of 10 pages, previous group of 10 pages, first page and last page of the
search results are also provided to allow the user to access different sets of search
results.

A printer-friendly version of the User Certification Report can be obtained by clicking
the Printer-friendly version link on this report.
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3.9 User Role History Report
The User Role History Report provide two options:

o By User — allows viewing of the role assignment history for any user

e By User Administrator — allows the viewing of role assignment activities
performed by the user administrator.

3.9.1 User Role History Report - By User

To view the User Role History Report — By User, follow these steps:

e Click the By User link under the User Role History Report in the left-hand
navigation panel available for Public Housing User Administrators and Security
Administrators.

The system displays the User Role History Report page as shown below.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration => User Role History Report
« Back to Secure Systems

« Program Office Selection

User Administration Specify the User ID, Start and End dates to check the Role Assignment history for the User. Specify date in the format (MM/DDSYY YY) ar
* ByRoles select by clicking on the calendar tonl
* ByUsers *Uger ID
» PHA Access Requests =
Administer HUB Users * Start Date
User Maintenance

e User Certification End Date Get Report

User Certification Report

User Role History Report
By User
By User Administrator
Auidit Reports
« PHA Usage Report

User Manual

e Enter the User ID. Type in a date or click the Calendar link ) and enter a
date in the Start Date and End Date textboxes. Click the Get Report button
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The system displays the User Role History Report page with the selected Users’ Role
History within the specified Start Date and End Date.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration >> User Role History Report

» Back to Secure Systems
« Program Office Selection
User Administration Specify the User ID, Start and End dates to check the Role Assignrent history for the User. Specify date in the forrmat (MMDD/YYYY) ar
» By Roles select by clicking on the calendar tool.
* Bylsers *User ID HEMO1
PHA Access Requests
Administer HUB Users * Start Date 0143072006

.
® User Maintenance .

» User Certificati End Date 02/03/2006
.

.

User Role History Report
By User User ID: HEIND1 User Name: S50HO01 LAST - ENV

R I _m Participant Code Updated By User Update Date

Audit Report:
s HQ User Admin Cortified  N/A HEIVD4 S30HI4 LAST - EIV 2006-02-03 10:44:11 583
« PHA Usage Report
HQ Security Admin Revoked  NA HEIVD2 SS0HOZ LAST - EIV 2006-02.02 19:24:25,997
HQ Security Admin Approved  NA HEIVDZ SSOHIZ LAST - EIV 2005-0202 19:24:20.103
User Manual

HG User Admin Approved  NA HENDB S50HDG LAST - EN 2006-02-02 13:18:11.217
dobe

Confidential Privacy Act Data. Civil and criminal penalties apply to misuse of this data.

Note: The Start Date must be within 30 days from the End Date.
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3.9.2 User Role History Report - By User Administrator

To view the User Role History Report — By User Administrator, follow these steps:

e Click the By User Administrator link under the User Role History Report in the
left-hand navigation panel available for Public Housing User Administrators and
Security Administrators.

The system displays the User Role History Report page as shown below.

« Back to Secure Systems
« Program Office Selection
User Administration

s ByRoles

* BylUsers

* PHA Access Requests

® Administer HUE Users

® User Maintenance

® User Certification

® User Certification Report

# User Role History Report
By U=er
By U=ser Administrator
Audit Reports
# PHA Usage Report

User Manual

T b

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration => User Admin Role History Report

Specify the User ID, Start and End dates to check the Role Assignment history by the User. Specify date in the farmat (MW/DDS Y YY) or
select by clicking on the calendar toal.

*User 1D
* Start Date

*End Date

e Enter the User ID of a User Administrator. Type in a date or click the Calendar

link () and enter a date in the Start Date and End Date textboxes. Click the
Get Report button

The system displays the User Administration - User Role History Report page with

the roles update performed by the selected User Administrator within the specified Start
Date and End Date.

Note: The Start Date must be within 30 days from the End Date.
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Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

User Administration => User Admin Role History Report

s Back to Secure Systems

» Program Office Selection

User Administration Specify the_Us_er 1D, Start and End dates to check the Role Assignment history by the User. Specify date in the forrmat (MMDD/YY YY) ar
select by clicking on the calendar tool.

By Roles

By Users *User D HEMD3

PHA Accese Requests

Administer HUB Users Start Date 01,/30/20086

User Maintenance = End Date 02032006
User Certification
User Certification Report

Get Repart

Uszer Role History Report
By User User ID: HEINI9 User Name: 3S0H09 LAST - EIV

By User Administrator _m Participant Code Updated User Update Date
Audit Reports FO Dccupancy Specialist Cortified  MA HEIM13 SS0H13 LAST - EIV 2006-02-02 15:30:19.343
« PHA Usage Report . . 9
FQ Security Admin Certified  N/A HEI13 SSOH13 LAST - EIV 2006-02-02 15:30:19.343
FO User Adrmin Certified  MNA HEI13 SS0H13 LAST - ElV 2006-02-02 15:30:19 327

User Manual

T e

Confidential Privacy Act Data. Civil and criminal penalties apply to misuse of this data.

3.10 PHA Usage Report

The PHA Usage Report provides a list of PHA usage status (Yes, No) indicating that any
user from the selected PHA or the selected FO has accessed EIV system within the last
30 days or within the last 60 days of the reporting date. A capability to download the
report into Microsoft Excel format is provided if ALL option is selected.

To view the PHA Usage Report, complete the following steps:

e Click the PHA Usage Report link available for Public Housing program User
Administrators.
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The system displays the PHA Usage Selection page as shown below.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email
Audit Reports >> PHA Usage Report Selection
» Backto Secure Systems
« Program Office Selection
User Administration Select Region and click on Generate Report:
» ByRoles
=« ByUsers O FO ALL b
& PHA Access Requests ® PHA ALL .

Administer HUE Users
User Maintenance
User Certification
User Certification Report
User Role History Report
By User
By User Administrator
Audit Reports
« PHA Usage Report

User Manual

Two Usage Report options are available:

e FO
e PHA
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FO Option

When ALL is selected from the drop-down list of field offices, a pop-up message
appears as shown below that would allow the user to download the PHA Usage for all
field offices within the user jurisdiction into a Microsoft Excel format spreadsheet.

Enterprise Income Verification

HUD Home PIH Home EIV Home Search Email

Audit Reports >> PHA Usage Report Selection

« Back to Secure Systems
« Program Office Selection
User Administration

By Roles

Select Region and click on Generate Report:

By Users . = 3
PHA Access Requests Microsoft Internet Explorer E| 3

Administer HUB Users

.
.

.

.

O ey LoD :‘.:j If &1l Field Offices are selected, data can only be downloaded. Please save the Excel file SIS REEE

.

.

.

User Certification

User Certification Report
User Role History Report [ Ok I [ Cancel ]
By User
By User Administrator
Audit Reports
« PHA Usage Report

User Manual

When the OK button is clicked, the system opens a File Download dialog box with
Open and Save buttons. You can either click the Open or Save button.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email
Audit Reports > PHURLG A Lt 3
« Back to Secure Systems —
« Program Office Selection ? Same files can harm your computer. [f the file information below |
looks suspicious, or you do not fully trust the source, do not open or
User Administration Selact Region and save this file. _
By Roles
By Users ® FO File name: ...rt-For-HETV01-20060206. xls M
PHA Access Requests 9] PHA File type:  Microsoft: Excel Worksheet v
Administer HUB Users B — From: iplappsdi.hud. gov

User Maintenance Generate Report

User Certification
User Certification Report
User Role History Report
By User
By User Administrator
Audit Reports
« PHA Usage Report

“Would you lke to open the file ar save it to your computer?

Open ] [ Save l [ Cancel l [ tdore Info

User Manual
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If the Open button is clicked, the program is invoked to produce a spreadsheet in
Microsoft Excel format displaying PHA usage data as shown below.

& Microsoft Excel - PHA_Usage Peport-for-HEIV08-20060125]1]

@ Eile Edit ¥iew Insert Format Tools Data window Help

[ == = @ = A3 @B 2 -0 ~||B 7 U
@8 Snaglt Windowe -

Al ~| = Field Office Mame - DAPH SEATTLE HUB OFFICE
A | B C D E F

1 [Field Office Name - 0APH SEATTLE HUB OEFICE

2 |Report Generation Date - 01/25/2006

3 |PHA Total PHATotal PHA Accessed Accessed EIV in Last 180 days
4 |AKDOT AHFC 0 il

5 |AKS01 AHFC - S8
6 |10001 Twin Falls
710002 Nampa

g |I0005 Pocatello

9 /10010 Buhl

10 /10011 Jerome

11 |ID012 American Falls
12 |ID013 Boise City

13 |IDD16 SICHA

14 |1D020 HFA

15 /10021 Ada County
16 |10901 IHFA - Sec 8
17 |Wa001 Seattle
18 WvA002 King Co
19 |WWA003 Bremerton
20 WwA004 Clallam Co
21 WADDS Tacoma
22 |WAODB Everett
23 |WADDF Longview
24 |'WWADDS Kittitas
25 'WAD10 Anacortes
26 |WWAD11 Renton
27 WAD12 Kennewick
28 WAD14 Grant Co
28 WADT7 Asatin Co
30 |WWAD1E Grays Harbor
31 WAD1S Kalama
32 WAD20 Kelso
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If the Save button is clicked, a Save As dialog box that would allow you to enter the
filename and save the spreadsheet in your local drive.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

Audit Reports >> PHA

« Backto Secure Systems Save As

« Program Office Selection

User Administration

« ByRoles Chchklist

® ByUsers .J =hdb
PHA Access Requests PHA Recent Ciexp -
Administer HUE Users — Crest

User Maintenance ree2 krate Peport
. Cires3

.
.
.
e User Cert
.
.

Savein | [ FO PHA uzage report

Select Region and ¢

User Certification Report Desktop
User Role History Report
By User
By User Administrator
Audit Reports My Documents
« PHA Usage Report
=1
59

User Manual My Computer
b -._;] File: name: H & hd
My Ne?v;nlk Save as type: Microsoft Excel Work sheet v

When a specific field office is selected from the drop-down list of field office, the PHA
Usage Report is displayed as shown below.

A
Enterprise Income Verification HUD Home PIH Home EIV Home Search Email
Audit Reports >> PHA Usage Report Selection »>> PHA Usage Report
» Back to Secure Systems
» Program Office Selection
seelinstatin PHA Usage Statistics Header
s ByRoles
« Bylsers Field Office 1FPH MANCHESTER COMMUNITY SERVICE CENTER
PHA Access Requests Total PHAs 59
Administer HUB Users a
i Total PHAs that accessed EIV in Last 30 days 34 (57.63%)
User Maintenance
User Certification Total PHAs that accessed EIV in Last 180 days 45 (76.27%)
Uzer Certi ion Report
User Role History Report Download in Excel]
By User
By User Administrator
Audit Reports Number of Users Accessed EIV
» PHA Usage Report PHA PHA Occupancy - Public PHA Occupancy - Last 30 Last 180
- Housing Voucher days days
MEQOL Van Buren Housing Authority 1] 1] N M
User Manual MEDNO2 Fort Fairfield Housing Authority 3 3 Y Y
"‘ MEDD3 Portland Housing Authority 7 7 N Ny
MEQD4 Presque Isle Housing Authority 4 4 N T
MEQDS Lewiston Housing Autharity 1 2 N A
MEDDG BRUNSWICK HOUSING AUTHORITYT o o T T
MEQO7 Auburn Housing Authority 4 4 N h'g
MEQDS W aterville Housing Autharity a a N A
MEQDS Bangor Housing Authority o o T N
MEO11 Sanford Housing Authority z z N M
MED1S Westhrook Housing Autharity 3 5] N N -
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PHA Option

When ALL is selected from the drop-down list of field offices, a pop-up message
appears as shown below that would only allow the user to download the PHA Usage for
all PHA'’s within the user jurisdiction into a Microsoft Excel format spreadsheet.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

Audit Reports >> PHA Usage Report Selection

« Back to Secure Systems
* Program Office Selection
User Administration

By Roles

By Users

PHA Access Requests ®

Administer HUB Users

Select Region and click on Generate Report:
O ¥ A v
Microsoft Internet Explorer fg| 3

el LD :.:() If All PHAS are selected, data can only be downloaded. Please save the Excel file SIS REEE

User Certification
User Certification Report
User Role History Report [ Ok I l Cancel ]
By User
By User Administrator
Audit Reports
« PHA Usage Report

User Manual

When the OK button is clicked, the system opens a File Download dialog box with
Open and Save buttons. You can either click the Open or Save button.

Enterprise Income Verification HUD Home PIH Home EIV Home Search Email

Audit Reports >> PHA Usage Report Selection

« Back to Secure Systems
= Program Office Selection

User Administration Select Region and click on Generate Report:
By Roles
By Users © Fo ALL b
PHA Access Requests ® PHA ALL v

User Maintenance Generate Report

User Certification
Uszer Certification Report 2 Do 0ad

.
.
.
® Administer HUB Users
.
.
.
.

User Role History Report

By User 9 Some files can harm your computer. |f the file information belaw
By User Adminietrator - looks suspicious, or you da not fully trust the source, do nat open or
save this file.
Audit Reports

® PHA Usage Report File name: .. rt-for-HEIVO01-20060208. xls
—_—————— File type:  Microsoft Excel Worksheet

User Manual From, iplappsdi hud.gov

wiould wou like to open the file or save it to your computer?

Open I I Save ] [ Cancel ] [ More Info
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If the Open button is clicked, the Microsoft Excel is invoked, the Microsoft excel
spreadsheet with the PHA Usage is displayed is displayed as shown below.

& Microsoft Excel - PHA_Usage Peport-for-HEIV08-20060125]1]

@ Eile Edit ¥iew Insert Format Tools Data window Help

== = @ = A5 imE 2 e -0 ~|B Z U E % %,
@8 Snaglt Windowe -
| Al ~| =| Field Office Name - DAPH SEATTLE HUB OFFICE
A | B C D E F o) H A K L
1 [Field Office Name - 0APH SEATTLE HUB OLFFICE
2 |Report Generation Date - 01/25/2006
3 |PHA Total PHATotal PHA Accessed Accessed EIV in Last 180 days

4 |AKDOT AHFC

5 |AKS01 AHFC - S8
6 |10001 Twin Falls
710002 Nampa

g |I0005 Pocatello

9 /10010 Buhl

10 /10011 Jerome

11 |ID012 American Falls
12 |ID013 Boise City
13 |IDD16 SICHA

14 |1D020 HFA

15 /10021 Ada County
16 |10901 IHFA - Sec 8
17 |Wa001 Seattle

18 WvA002 King Co

19 |WWA003 Bremerton
20 WwA004 Clallam Co
21 WADDS Tacoma
22 |WAODB Everett

23 |WADDF Longview
24 |'WWADDS Kittitas

25 'WAD10 Anacortes
26 |WWAD11 Renton

27 WAD12 Kennewick
28 WAD14 Grant Co
28 WADT7 Asatin Co
30 |WWAD1E Grays Harbor
31 WAD1S Kalama
32 WAD20 Kelso

=2 AN HACDES

M| «|» M}\PHA Usage Report / [«]
ReAarl MU

a N

w

w

o

ZZZZZZZZz === 2222 EEZ 222 EEEEEEZEE

Ao O e OO0 0 0RO O0OO0mMNWMmOoNOOOWwo o
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=
=

EIV User Administration Manual Page 3-44



Public Housing Program User Administration

If the Save button is clicked, a Save As dialog box that would allow you to enter the
filename and save the spreadsheet in your local drive.

s Backto Secure Systems

« Program Office Selection

User Administration

» ByRoles

=« ByUsers

# PHA Access Requests
Administer HUB Users

User Maintenance

User Certification
User Cert ion Report
User Role History Report
By User
By User Administrator
Audit Reports
« PHA Usage Report

User Manual

Enterprise Income Verification

HUD Home PIH Home EIV Home Search Email

Audit Reports >> PHA
Save As

Save in:
Select Region and ¢

ychklist

=
PHA Recent Chexp
Chresl
[ Cyres2
@ Ihres3

Desktop

My Dacuments

-
53
tdy Computer
‘,!] File name:
=
by M etwork, Save as type:

¢ FO PHA usage repait

v

erate Feport

v Save

Microsoft Excel Worksheet -

When a specific PHA is selected from the drop-down list of PHA'’s, the PHA Usage
Report is displayed as shown below.

« Back to Secure Systems
« Program Office Selection
User Administration

By Roles

By Users

.
.

* PHA Access Requests
® Administer HUB Users
.

.

.

.

Uszer Role History Report
By User
By User Administrator
Audit Reports
#« PHA Usage Report

User Manual

[1?& Gt m..

Enterprise Income Verification

Audit Reports >> PHA Usage Report Selection

HUD Home PIH Home EIV Home Search Email

Select Region and click on Generate Report:

ALL

Q FO
® PHA

FLO04 Orlanda v

v

Usage Report Summary as of 02/06/:2006
Field Office

PHA

Number of PHA Occupancy - Public Housing Users
Number of PHA Occupancy - Voucher Users

Last 30 days Access to EIV

Last 180 days Access to EIV

Generate Report

4HPH JACKSONVILLE HUB OFFICE
FLO04 Orlando

12

17

Y

Y
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User Administration
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4 MF Housing Program User Administration

This section covers the administration function available for MF Housing program User
Administrator.

4.1 User Maintenance

Only selected MF Housing program user roles can update the Expiration date of EIV
MF Housing program users through the User Maintenance feature. They can only
perform that function within their jurisdiction. The default user expiration date is 30 days
after the start of the quarter.

User User Description Jurisdiction
Role
HQA HQ Administrator/Security | Perform the user maintenance for HUD Staff (HQA,
Officer HQU), Help Desk (HDK), Housing Coordinators (HSC),
Non-HUD Users (HSU) and Housing Coordinators
(HCA).
HDK Helpdesk Personnel Perform the user maintenance for all the Housing

Coordinators (HSC), Non-HUD Users (HSU) and
Housing Coordinators (HCA) under their jurisdiction

HSC Housing Coordinator Perform the user maintenance function for all the
Housing users (HSU role) and Contract administrators
(HCA) under their jurisdiction.

To perform the user maintenance, follow these steps:

= Click the User Maintenance link in the left-hand navigation panel available to MF
Housing program User Administrators.
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MF Housing Program User Administration

The system displays the User Administration - User Maintenance page with the
Search User by User ID section.

The User Administration - User Maintenance page as shown below.

Enterprise Income Verification

HUD Home PIH Home EIV Home Search Email

User Administration > User Maintenance

« Back to Secure Systems
» Program Office Selection

User Administration Query/View users by User ID:

s User Maintenance

s h
Audit Reports earch user

® User Session & Activity
e Tenant Data Access [ Get User Infarmation ]

User Manual

= Please enter the User ID and click the Get User Information button. The User
Details page is displayed with a textbox to update the Expiration Date.

- Enterprise Income Verification

User Administration => User Maintenance >> User Details
+ Back to Secure Systems

= Program Office Selection

User Administration Enter a valid Expiration Date and click Update:

+ User Maintenance User ID HEMNDE
Audit Reports First Name First - HEIVDS
* User Session & Activity Last Name Last - EM

* Tenant Data Access
Update

Expiration Date in the format (mm/dd/yyyy)

User Manual

-

&) Done & Local intranet
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» Enter a valid date in the text box for Expiration Date in the format
(mm/dd/yyyy). The date should be within the current quarter plus 1 month. (i.e.,
If today’s date is 10/15/2005, the expiration date cannot be a date after
01/31/2006 because 12/31/2005 is the current quarter end date)

= Click the Update button.

The system updates the User Expiration Date and refreshes the User Details page
with the message User Expiration Successfully updated on the top.
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Appendix A —Abbreviations and Acronyms

The following terms, abbreviations, and acronyms may or may not appear in this document.
They are provided for reference and clarity.

Acronym Definition

C&A Certification and Accreditation

CAN Claim Account Number

CCB Change Control Board

CCMB Configuration Change Management Board

CM Configuration Management

CMRB Contract Management Review Board

COTR Contracting Officer's Technical Representative

DCG Development Coordination Group

DRP Disaster Recovery Plan

DTS Data Transmission Services

EDI Electronic Data Interchange

EIV Enterprise Income Verification

FEIN Federal Employer Identification Number

FIPS Federal Information Processing Standards

FISCAM Federal Information System Controls Audit Manual

FISMA Federal Information Security Management Act

FO Field Office

FOIA Freedom of Information Act

Form HUD- | Form used to submit resident characteristics and tenant income data to HUD

50058

FOUO For Official Use Only

FTP File Transfer Protocol

GTM Government Technical Monitor

GTR Government Technical Representative

HHS U.S. Department of Health and Human Services

HOH Head of Household

HOUSING Office of Housing - FHA

HUB Not an acronym. FO'’s are classified into two categories -- HUB and Program
Center. A HUB can be a stand-alone FO or have another offices or program
centers report to it.

HUD US Department of Housing and Urban Development

ICN Income Control Number

MF Housing | Multifamily Housing

MOA/U Memorandum of Agreement / Understanding

MTW Moving To Work

NDNH National Directory of New Hires

NIST National Institute of Standards and Technology

OIG Office of Inspector General

OMB Office of Management and Budget

OPC Office of Procurement & Contracts

PD&R HUD’s Office of Policy, Development and Research

PHA Public Housing Agencies
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Pl Period of Income

PIA Privacy Act Assessment

PIC Public & Indian Housing Information Center
PIH HUD'’s Office of Public & Indian Housing
POA&M Plan of Action and Milestones

PVCS Project Version Control System

PWS Performance Work Statement

QA Quality Assurance

QU Quarterly Update

QW Quarterly Wage

RHIIP Rental Housing Integrity Improvement Project
RIM Rental Integrity Monitoring

SEIN State Employment Identification Number
SPH HUD’s Security Program Handbook

SPP Security Program Policy

SS Social Security

SSA Social Security Administration

SSAA System Security Authorization Agreement
SSi Supplemental Security Income

SSO Single Sign On (used in WASS)

SSP System Security Plan

TARC Troubled Agency Recovery Center

TASS Tenant Assessment Subsystem

TRACS Tenant Rental Assistance Certification System
TTP Total Tenant Payment

V V&T Verification, Validation, & Test

W-4 New Hires data

WASS Web Access Security Subsystem
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